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Data Formats & ML Concepts
Data preparation for ML

The Three Key Phases of Developing a Modern Data Strategy

These phases are flexible and can be approached in any order, depending on where you are in

your data journey.

1. Modernize Your Data Infrastructure

● Cloud Modernization: Upgrade your data infrastructure by leveraging the most scalable,

reliable, and secure cloud services.

2. Unify Your Data Assets

● Data Integration: Consolidate your data by utilizing advanced data lakes and specialized

data stores, ensuring all your data is accessible and usable.

3. Innovate with AI and ML

● Driving Innovation: Leverage artificial intelligence (AI) and machine learning (ML) to

create new experiences and transform existing processes.

Building a Comprehensive Data Strategy on AWS

These phases collectively contribute to forming a robust data strategy on AWS. This approach

allows you to:

● Leverage Data Lakes and Specialized Stores: Benefit from both extensive data lakes and

purpose-built data stores.

● Cost-Efficient Data Storage: Store large volumes of data cost-effectively in formats that

adhere to open standards, minimizing the risk of vendor lock-in.

● Break Down Data Silos: Facilitate collaboration across teams by breaking down data

silos, enabling analytics and machine learning at scale using preferred tools and

techniques.
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AWS Modern Data Architecture Overview

AWS offers a comprehensive modern data architecture that connects your data lake, data

warehouse, and various purpose-built data stores into a unified system.

1. Purpose-Built Databases for Modern Applications

● Optimized Databases: Store data in databases specifically designed to meet the needs of

modern applications, whether they require NoSQL, caching, or other specialized

database types.

● Application-Centric Focus: These databases prioritize application performance and

scalability, not just analytics.

2. Unified Data Lake for Centralized Storage

● Data Lake on Amazon S3: Utilize a data lake on Amazon S3 to store data from multiple

purpose-built databases in open formats, allowing flexibility and control over data

usage.

● Seamless Analytics: With the data lake populated, you can easily conduct various

analytics, from traditional data warehousing to advanced ML-based analysis.

3. AI and ML for Predictive Analytics

● Advanced Predictive Capabilities: AI and ML are essential for building intelligent

systems that predict future trends and automate decision-making processes.

● Diverse AI/ML Services: AWS offers a wide range of AI/ML services catering to experts,

developers, and those who prefer pre-built solutions.

4. Comprehensive Data Governance
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● Data Security and Compliance: Implement granular access controls, encryption, and

compliance monitoring to ensure data security across your organization.

● Global Data Governance: Meet data residency and compliance requirements while

enabling secure data sharing and collaboration.

5. Moving Beyond Legacy Databases

● Shift to Managed Services: Transition from expensive, proprietary legacy databases to

managed database services like Amazon RDS for relational databases or Amazon

DocumentDB for non-relational databases.

● Performance and Flexibility: Organizations can migrate without re-architecting

applications, gaining improved performance and reduced costs with services like

Amazon Aurora and Amazon ElastiCache.

6. Purpose-Built Analytics Services

● Tailored Analytics Tools: AWS provides a suite of analytics services such as AWS Glue,

Amazon EMR, and Amazon Redshift, each optimized for specific use cases.

● Focus on Insights, Not Infrastructure: These managed services allow organizations to

focus on extracting insights from data rather than managing infrastructure.

7. ML and AI Integration Across Industries

● ML and AI Everywhere: As cloud computing has become more accessible, ML and AI

have moved from niche applications to core business functions across industries.

● AWS ML Services by Expertise Level: AWS offers solutions for ML practitioners, data

scientists, and developers, ranging from high-performance EC2 instances to user-friendly

tools like Amazon SageMaker and pre-trained AI services.

Reference:

https://docs.aws.amazon.com/whitepapers/latest/build-e2e-data-driven-applications/aws-for-d

ata.html
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Data warehouses, Data Lakes, and Data Marts
Data Warehouses are centralized repositories built to hold significant amounts of structured

data, typically sourced from transactional systems. They are primarily utilized for analytics and

business intelligence, offering a well-organized and structured environment that enhances the

efficiency of querying and reporting.

Data Lakes are flexible repositories that store raw, unstructured, or semi-structured data. They

allow organizations to store data as-is, without needing to first structure or process it. This

makes them ideal for big data, machine learning, and real-time analytics.

Data Marts are specialized segments of data warehouses, created to address the unique

requirements of specific business areas like finance or marketing. By concentrating on particular

data needs within an organization, they deliver focused insights without requiring access to the

entire data warehouse.

Comparison Table: Data Warehouses vs. Data Lakes vs. Data Marts

Characteristic Data Warehouse Data Lake Data Mart

Data Type Structured data (relational) Unstructured,

semi-structured, and

structured data

Structured data

focused on specific

business units

Schema Predefined schema

(schema-on-write)

Flexible schema, defined at

read time (schema-on-read)

Predefined schema,

specific to the use

case

Storage Cost Higher due to structured

and optimized storage

Lower, designed for storing

large volumes of raw data

Moderate,

depending on the

specific data needs

Performance Optimized for fast querying

and reporting

Prioritizes large storage

volume over immediate

performance

Optimized for specific

departmental needs

Use Case Business intelligence,

reporting, and historical

analysis

Big data, real-time analytics,

machine learning, data

discovery

Department-specific

analytics and

reporting

Users Business analysts, data

scientists, and developers

Data engineers, data

scientists, and analysts

Specific business

units (e.g.,

marketing, finance)
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How AWS Supports Data Warehouses, Data Lakes, and Data Marts

AWS Data Warehousing:

● Amazon Redshift: This fully managed data warehouse service enables organizations to

perform complex queries on petabytes of structured data, optimized for

high-performance analytics.

AWS Data Lakes:

● Amazon S3: Acts as the core storage layer for a data lake, providing scalable, secure, and

cost-efficient storage for various data types.

● AWS Lake Formation: A service designed to simplify the creation of a secure data lake by

managing tasks such as data ingestion, cataloging, and access control.

AWS Data Marts:

● Amazon Redshift Spectrum: This feature allows you to execute queries on data stored in

Amazon S3 without transferring it into Redshift. It is particularly useful for building

specialized data marts by leveraging data from a central data lake or warehouse.

Reference:

https://aws.amazon.com/compare/the-difference-between-a-data-warehouse-data-lake-and-da

ta-mart/
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Introduction to Generative AI Model Fundamentals
● Generative models address challenges in data-driven machine learning, especially in

R&D.

● They incorporate domain knowledge to improve understanding of structure-activity

relationships in material data.

● By embedding expertise, models navigate complex feature spaces more effectively while

maintaining accuracy.

● This integration enhances the discovery of meaningful patterns and relationships in the

data.

Types of Generative AI Models

● Generative AI, often referred to as foundation models, are advanced tools capable of

creating diverse types of content, including text, images, code, video, and embeddings.

● These models can be tailored for specific tasks by adjusting their learning algorithms or

structures, enabling their effective application across a wide range of domains.

● The following provides an overview of different generative AI models, emphasizing their

applications in materials research and other specialized areas

Domain-Specific Generative AI Models

Generative Adversarial Networks (GANs)

● Overview: GANs are advanced deep learning models composed of two key components:

a generator and a discriminator.

● How They Work:

○ The generator's function is to produce synthetic data that mimics real data as

closely as possible.

○ The discriminator's job is to differentiate between genuine and synthetic data.
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○ Through adversarial training, the generator continually refines its output to make

it more realistic, while the discriminator becomes increasingly skilled at

distinguishing between real and generated data.

● Use Cases:

○ GANs are widely utilized in deep learning for purposes such as data

augmentation and image processing. They are also valuable in fields like

biomedicine, where generating high-quality synthetic data is crucial for research

and analysis.

Diffusion Models

● Overview: Diffusion models are a form of generative model that create new data by

learning patterns from an existing dataset.

● How They Work:

○ These models start with a basic, initial data distribution and progressively

transform it into a more intricate and meaningful one using a series of reversible

steps.

○ Once the transformation process is learned, diffusion models can produce new

data by gradually evolving from the simple distribution to a more complex one.

● Use Cases:

○ Diffusion models excel at generating realistic data, such as creating new human

faces with diverse features and expressions, even when such variations weren't

present in the original dataset.

Variational Autoencoders (VAEs)

● Overview: Variational Autoencoders (VAEs) are advanced generative models that merge

the concepts of autoencoders with probabilistic approaches to develop a compressed

representation of data.

● How They Operate:

○ VAEs transform input data into a more compact latent space.

○ They then generate new data by sampling from the distribution learned during

this encoding process.

● Applications

○ VAEs are employed across various domains, including generating images,

compressing data, detecting anomalies, and in drug discovery, showcasing their

broad utility

Flow-Based Models

● Overview: Flow-based models are generative models that aim to understand the

fundamental structure and probability distribution of a dataset.

● How They Function:

○ They use a straightforward, reversible transformation on the input data.
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○ By beginning with a simple initial distribution, such as random noise, and

applying the inverse of the transformation, these models can efficiently produce

new data samples that retain the statistical characteristics of the original dataset.

● Applications:

○ Renowned for their computational efficiency and quick data generation

capabilities, flow-based models are particularly useful in scenarios where rapid

production of data is essential.
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Understanding Foundation Model
Definition of Foundation Models

● What Are Foundation Models?

Foundation models (FMs) are large-scale deep-learning neural networks trained on

extensive datasets. They have revolutionized the approach data scientists take to

machine learning (ML) by providing a starting point that speeds up the development of

new AI applications. These models are designed to perform a broad range of general

tasks, such as language understanding, text and image generation, and natural language

processing (NLP).

Distinctive Features of Foundation Models

● Adaptability:

Foundation models are uniquely versatile and capable of executing a variety of tasks

with high accuracy based on input prompts. This makes them significantly different from

traditional ML models, which are typically designed for specific tasks like sentiment

analysis, image classification, or trend forecasting.

● General-Purpose Nature:

Due to their large size and broad training, foundation models can serve as base models

for more specialized applications. Over the years, these models have grown in

complexity and size, with models like BERT and GPT-4 showcasing this evolution.

How Foundation Models Function

● Generative AI Capabilities:

Foundation models operate as a form of generative AI, producing outputs from one or

more inputs (prompts). They are built on complex neural networks such as transformers,

generative adversarial networks (GANs), and variational encoders.

● Learning and Prediction:

These models use self-supervised learning, meaning they create labels from input data

without the need for explicitly labelled datasets. This allows them to predict the next

item in a sequence, whether it's the next word in a text or the next step in an image

generation process.

Applications of Foundation Models

● Language Processing:

Foundation models excel in natural language tasks, including answering questions,

writing scripts, and translating languages.

● Visual Comprehension:

These models are highly effective in computer vision, identifying images, generating

images from text, and editing photos and videos.
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● Code Generation:

Foundation models can write and debug code in various programming languages based

on natural language instructions.

● Human-Centered Engagement:

They support decision-making processes, such as clinical diagnoses and analytics, by

continuously learning from human inputs during inference.

Examples of Foundation Models

● BERT (2018):

A bidirectional model trained on a vast dataset, capable of analyzing text and predicting

sentences. It laid the groundwork for future models like GPT.

● GPT (Generative Pre-trained Transformer):

Released by OpenAI, GPT models have evolved from GPT-1 with 117 million parameters

to GPT-4, which boasts 170 trillion parameters. These models are capable of tasks

ranging from text generation to question answering.

● Amazon Titan:

A foundation model from Amazon offers generative and embedding models for tasks like

text summarization, information extraction, and personalization.

Challenges with Foundation Models

● High Resource Demands:

Developing foundation models requires substantial infrastructure, making it costly and

time-intensive.

● Integration Complexity:

For practical use, these models must be integrated into software systems, which involves

additional development for prompt engineering and fine-tuning.

● Comprehension and Reliability Issues:

While foundation models can generate coherent responses, they may struggle with

understanding context and can produce unreliable or biased answers.

AWS Support for Foundation Models

● Amazon Bedrock:

This service simplifies the development and scaling of generative AI applications by

offering access to foundation models via an API, allowing users to choose the most

suitable model for their needs.

● Amazon SageMaker JumpStart:

A hub for ML models and solutions, SageMaker JumpStart provides access to a wide

range of foundation models, including popular ones like Llama 2 and Falcon, supporting

the development of diverse AI applications.

Reference:

https://aws.amazon.com/what-is/foundation-models/

—-Back to Index— 14

https://aws.amazon.com/what-is/foundation-models/


Transformer Architecture and Its Applications
Overview of Transformer Components

1. Input Embeddings

○ Purpose: Converts input sequences into a format suitable for processing by the

model.

○ Process: The input sequence, such as a sentence, is divided into tokens (e.g.,

individual words). Each token is then transformed into a mathematical vector

that encodes semantic and syntactic information. These vectors are represented

as coordinates in an n-dimensional space, allowing the model to understand and

learn the relationships between tokens.

2. Positional Encoding
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○ Purpose: Incorporates the sequential order of tokens into the model’s

processing.

○ Process: Since transformers don’t process sequences in order by default,

positional encoding adds unique signals to each token’s embedding to denote its

position in the sequence. This allows the model to maintain the sequence’s

context and order, which is crucial for understanding the input accurately.

3. Transformer Blocks

○ Purpose: Processes the input through multiple layers to derive meaningful

representations.

○ Components:

■ Multi-Head Self-Attention Mechanism: Evaluates the relevance of

different tokens within the sequence, focusing on pertinent information

for accurate predictions. For example, in the sentences "Speak no lies"

and "He lies down," the meaning of "lies" depends on its surrounding

words, which self-attention helps determine.

■ Position-Wise Feed-Forward Neural Network: Enhances the model’s

training efficiency and functionality. Each transformer block also includes:

■ Residual Connections: Facilitate information flow between

network parts, bypassing intermediate operations.

■ Layer Normalization: Maintains the outputs within a manageable

range for smoother training.

■ Linear Transformation Functions: Adjusts values for improved

performance on specific tasks like document summarization or

translation.

4. Linear and Softmax Layers

○ Purpose: Translates internal model representations into specific predictions.

○ Linear Block: A fully connected layer that maps vector space back to the input

domain, generating scores (logits) for each possible token.

○ Softmax Function: Converts these logits into a probability distribution, indicating

the model’s confidence in each token or class.

Applications of Transformer Architecture

Transformers are adaptable and widely utilized across various domains, including:

● Natural Language Processing: Effective for tasks like text generation, translation, and

summarization, leveraging transformers' ability to understand and generate human

language.

● Image Processing: Used for tasks such as image classification and generation by learning

from visual data.
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● Data Analysis: In fields like biomedicine, transformers assist in analyzing and generating

synthetic data for research.

The transformer architecture's capability to manage sequential data with context-aware

embeddings and attention mechanisms makes it a robust tool for diverse applications.

Reference:

https://aws.amazon.com/what-is/transformers-in-artificial-intelligence/#:~:text=Each%20transf

ormer%20block%20has%20two,the%20input%20when%20making%20predictions.
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Generative Pre-Trained Transformers
What is GPT?

● Generative Pre-trained Transformers (GPT): GPT refers to a family of neural network

models based on the transformer architecture, playing a pivotal role in generative AI

applications like ChatGPT.

● Core Functionality: GPT models enable applications to generate human-like text,

images, music, and more. They also facilitate conversational interactions, making them

widely used across industries.

● Key Applications: GPT models are employed in Q&A bots, text summarization, content

creation, and search functionality.

Importance of GPT

● Significant AI Breakthrough: The GPT models, particularly with their underlying

transformer architecture, mark a major advancement in AI research.

● Impact on Machine Learning: GPT models have revolutionized machine learning by

automating and enhancing tasks like language translation, document summarization,

content creation, coding, visual design, and more.

● Efficiency and Scale: These models operate at a remarkable speed and scale, producing

outputs that would typically take humans hours to create within seconds.

● Advancing AI Research: GPT models are driving AI towards artificial general intelligence,

helping organizations boost productivity and innovate in customer experiences.
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Use Cases of GPT

● Content Creation: Marketers can use GPT models to generate social media content,

scripts, memes, videos, and more from text prompts.

● Style Conversion: GPT models can rewrite text in various styles, such as casual,

humorous, or professional. For instance, they can simplify legal text for broader

understanding.

● Coding Assistance: GPT models can write, understand, and explain code in different

programming languages, aiding both learners and experienced developers.

● Data Analysis: Business analysts can leverage GPT models to compile, calculate, and

display data efficiently, creating tables, charts, and reports.

● Educational Tools: Educators can use GPT models to generate quizzes, tutorials, and

even evaluate answers.

● Interactive Voice Assistants: GPT models enable the creation of sophisticated voice

assistants with conversational AI capabilities, able to engage in human-like verbal

interactions.

How does GPT work?

● Neural Network-Based Language Models: GPT models are built on transformer

architecture, analyzing natural language prompts to predict the best responses.

● Training: These models are trained on vast datasets with billions of parameters, allowing

them to generate long, contextually relevant responses.

● Self-Attention Mechanism: Transformers use self-attention to focus on different parts of

the input text, enabling them to capture context and improve performance in NLP tasks.

● Core Components:

○ Encoder: Processes input text into embeddings, which are mathematical

representations of words, capturing their meaning and context.

○ Decoder: Uses these embeddings to predict outputs, focusing on relevant parts

of the input with the help of self-attention mechanisms.

Training of GPT-3

● Massive Data Training: GPT-3 was trained on over 175 billion parameters using 45

terabytes of data from various sources like web texts, books, and Wikipedia.

● Semi-Supervised Training: Initially trained on unlabeled data, GPT-3 refines its output

through reinforcement learning with human feedback (RLHF).

● Flexibility: GPT models can be used out-of-the-box or fine-tuned with specific examples

for particular tasks.

Examples of GPT Applications

● Customer Feedback Analysis: GPT models can summarize customer feedback collected

from surveys, reviews, and chats.
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● Virtual Reality: They enable virtual characters to interact naturally with players in virtual

environments.

● Enhanced Search Experience: GPT models improve search functionality for help desk

personnel by allowing conversational queries to retrieve relevant information.

AWS Support for GPT Models

● Amazon Bedrock: Offers a simple and efficient platform for building and scaling

generative AI applications using foundation models similar to GPT-3.

● Model Customization and Integration: Bedrock enables users to tailor models with their

own data and seamlessly incorporate them into applications without the need to

manage underlying infrastructure.

● Advanced Features: Through integration with Amazon SageMaker, Bedrock provides

additional tools like Experiments for testing models and Pipelines for managing them at

scale.

Reference:
https://aws.amazon.com/what-is/gpt/
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Understanding Large Language Models (LLMs)
What Are Large Language Models?

Large language models (LLMs) are expansive deep-learning models trained on vast datasets.

They utilize transformers—a set of neural networks consisting of encoders and decoders with

self-attention mechanisms—to extract meaning from text and understand the relationships

between words and phrases.

Transformers excel in self-learning, enabling them to grasp fundamental grammar, languages,

and general knowledge. Unlike older recurrent neural networks (RNNs), which process inputs

sequentially, transformers can handle entire sequences simultaneously, leveraging GPUs for

faster training.

How Large Language Models Work

LLMs represent words using multi-dimensional vectors, known as word embeddings, which

allow them to recognize relationships between words with similar meanings. These embeddings

help transformers process text as numerical data, understand context, and generate unique

outputs.

Applications of Large Language Models

● Copywriting:

LLMs like GPT-3, Claude, and Llama 2 can generate original content, while AI21

Wordspice enhances writing style and voice.

● Knowledge Base Answering:

LLMs excel in knowledge-intensive natural language processing (KI-NLP), answering

specific questions from digital archives.

—-Back to Index— 21



● Text Classification:

By clustering similar text, LLMs can classify content based on sentiment or meaning,

useful for customer sentiment analysis and document search.

● Code Generation:

LLMs can generate and debug code in multiple programming languages, such as Python

and JavaScript, based on natural language prompts.

● Text Generation:

LLMs can complete sentences, create product documentation, or even write short

stories, as demonstrated by Alexa Create.

Training Large Language Models

Transformer-based LLMs are built with extensive neural networks containing billions of

parameters. These models are trained on large, high-quality datasets, adjusting their

parameters iteratively to maximize accuracy. Once trained, LLMs can be fine-tuned with smaller

datasets to perform specific tasks.

● Zero-shot learning:

LLMs can respond to diverse requests without explicit training, though accuracy may

vary.

● Few-shot learning:

Providing a few relevant examples can significantly improve LLM performance in a

specific area.

● Fine-tuning:

Data scientists can fine-tune LLMs by training them further on application-specific data.

Future Prospects of LLMs

LLMs like ChatGPT, Claude 2, and Llama 2 are moving closer to human-like performance, with

promising future developments:

● Enhanced Capabilities:

Future LLMs will be more accurate and capable, with reduced bias and fewer errors.

● Audiovisual Training:

Training LLMs on video and audio input could accelerate development and enable new

applications, such as autonomous vehicles.

● Workplace Transformation:

LLMs could automate repetitive tasks, transforming roles in customer service, clerical

work, and content creation.

● Conversational AI:

LLMs will improve virtual assistants like Alexa, Google Assistant, and Siri, enabling them to

understand and respond to complex commands better.
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AWS Support for LLMs AWS provides several tools for LLM development:

○ Amazon Bedrock:

A fully managed service that offers various LLMs through an API, allowing developers to

build and scale generative AI applications.

○ Amazon SageMaker JumpStart:

A machine learning hub offering pre-trained models, built-in algorithms, and ML

solutions, enabling quick deployment and customization for specific use cases.

Reference:

https://aws.amazon.com/what-is/large-language-model/
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Fine-Tuning and Transfer Learning with Transformers
Introduction to Fine-Tuning and Transfer Learning

● Definition of Fine-Tuning

○ Fine-tuning involves taking a pre-trained model and further training it on a new

dataset specific to the desired task. This allows for model customization with less

data and time compared to training from scratch.

● What is Transfer Learning?

○ Transfer learning is a broader concept where knowledge from a pre-trained

model is transferred to a new task. Fine-tuning is a specific method of transfer

learning where the pre-trained model is adjusted with new data.

● Choosing a Dataset for Fine-Tuning

○ When fine-tuning a model, you can either use the default dataset or select your

own data, which should be stored in an Amazon S3 bucket.

Accessing Amazon S3 Buckets

● Browsing Available Buckets:

○ Select Find S3 bucket to browse available buckets. The buckets accessible to you

depend on the permissions set up in your Studio Classic account.

● Specifying a Bucket:

○ You can also specify a specific Amazon S3 URI by choosing Enter Amazon S3

bucket location.

Dataset Requirements

For Text Models:

● The bucket must contain a data.csv file.
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● Column Requirements:

○ First Column: A unique integer representing the class label (e.g., 1, 2, 3, 4, n).

○ Second Column: A string that matches the type and language required for the

model.

For Vision Models:

● The bucket should include subdirectories corresponding to the number of classes.

● Subdirectory Contents:

○ Each subdirectory must contain images in .jpg format that belong to that class.

Why Use Fine-Tuning?

● Efficiency

○ Fine-tuning saves time and computational resources by leveraging a model

already trained on a large dataset.

● Accuracy with Smaller Datasets

○ It enables accurate model development with smaller datasets, as the pre-trained

model already has a solid foundation of general knowledge.

Fine-Tuning Transformers

● Overview of Transformers

○ Transformers are deep learning models with an architecture that includes

encoders and decoders, using self-attention mechanisms to understand the

context of text.

● Pretrained Transformer Models

○ Transformers like BERT, GPT, and T5 are often per-trained on vast amounts of text

data, learning language structures, and semantics.

● Fine-Tuning Process
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○ Fine-tuning a transformer involves training it on a specific task, like text

classification or question answering, using a new, task-specific dataset.

Steps for Fine-Tuning with Transformers

● Selecting a Pre-trained Model

○ Choose a transformer model that aligns with the task, ensuring it has been

pre-trained on relevant data.

● Preparing the Dataset

○ The dataset should be formatted correctly, with labelled examples that match the

task, such as text with corresponding labels for classification.

● Configuring Hyperparameters

○ Key hyperparameters like learning rate, batch size, and the number of epochs

must be configured based on the dataset and task.

● Training and Evaluation

○ The model is trained on the new dataset, and its performance is assessed using

metrics such as accuracy or F1 score. Adjustments can be made depending on

the evaluation outcomes.

Transfer Learning with Transformers

● Base Model Transfer

○ Transfer learning allows the base model, pre-trained on one task, to be adapted

for another by fine-tuning or using specific layers.

● Task-Specific Adaptation

○ By fine-tuning, the model adapts to the new task, such as translating text or

generating code, using the knowledge from the base model.

Applications and Benefits

● Text Classification

○ Fine-tuned transformers excel at classifying text into categories, which is useful

for sentiment analysis or spam detection.

● Question Answering

○ Models like BERT, which are pre-trained, can be fine-tuned to respond to

questions using a specific knowledge base.

● Code Generation

○ Transformers can be adapted to generate and debug code based on natural

language instructions.

Fine-tuning and transfer learning with transformers offer efficient, accurate ways to develop

specialized models using less data and time, making them powerful tools for a wide range of AI

applications.

Reference:

https://docs.aws.amazon.com/sagemaker/latest/dg/jumpstart-fine-tune.html
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Retrieval-Augmented Generation (RAG)
Definition: Retrieval-augmented generation (RAG) is a technique that enhances the output of

large language models (LLMs) by incorporating information from an external, reliable

knowledge base before producing a response.

Purpose: This approach allows LLMs to utilize specific domain expertise or an organization’s

internal data, increasing the accuracy and relevance of the responses without the need to

retrain the model.

Category Retrieval-Augmented Generation

(RAG)

Semantic Search

Primary

Function

Enhances the output of LLMs by

referencing external, authoritative

knowledge.

Scans large databases to accurately retrieve

contextually relevant information.

Application

Used to provide accurate and relevant

responses in LLM applications by

incorporating domain-specific data.

Used to retrieve precise information from vast,

disparate datasets.

Data Handling

Requires developers to manually manage

word embeddings, document chunking,

etc.

Automates the preparation of data, including

chunking and embedding, reducing developer

workload.

Search

Capability

Relies on traditional keyword-based

methods, which can be restrictive and

less effective.

Employs sophisticated algorithms to grasp the

context and intent of queries, resulting in more

precise and relevant outcomes.

Output

Generates responses by integrating

retrieved knowledge into the LLM's

output.

Returns specific, semantically relevant passages

or text instead of generic search results.

Use Case
Suitable for improving the quality of

responses in generative AI models.

Ideal for large-scale information retrieval where

precise and context-aware results are required.

Complexity
Can be complex due to the need for

manual data preparation.

Simplifies the process by automatically handling

data processing and relevance ordering.

Result Quality
Relies on the effectiveness of the search

mechanism and how well it integrates.

Generally superior, as it delivers contextually

precise and pertinent information directly.
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How Retrieval-Augmented Generation Works

1. Create External Data

● Data Sources: External data, which the LLM can reference, is gathered from APIs,

databases, or document repositories and converted into a format the model can

understand, such as vectors.

2. Retrieve Relevant Information

● Relevancy Search: The user’s query is matched with the vector database,

retrieving the most relevant documents or data.

3. Augment the LLM Prompt

● Prompt Engineering: The retrieved data is added to the user’s input before the

LLM generates a response, improving the accuracy of the output.

4. Update External Data

● Maintaining Currency: External data is regularly updated through automated or

batch processes to ensure the LLM continues to provide accurate and relevant

information.

AWS Support for Retrieval-Augmented Generation (RAG)

Amazon Bedrock

● Fully-Managed Service: Provides access to high-performance foundation models (FMs)

for building generative AI applications.
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● Simplified Integration: Easily connect FMs to your data sources for RAG with just a few

clicks.

● Automatic Handling: Manages vector conversions, data retrievals, and output

generation seamlessly while ensuring privacy and security.

Amazon Kendra

● Enterprise Search Service: A highly-accurate search tool powered by machine learning,

optimized for RAG workflows.

● Retrieve API Capabilities:

○ Retrieve up to 100 semantically relevant passages, each up to 200 tokens, sorted

by relevance.

○ Use pre-built connectors for popular data technologies such as Amazon S3,

SharePoint, Confluence, and various websites.

○ Support for diverse document formats including HTML, Word, PowerPoint, PDF,

Excel, and text files.

○ Filtering based on user permissions for document access.

Amazon SageMaker JumpStart

● ML Hub: Grants access to foundational models, pre-built algorithms, and ready-to-use

machine learning solutions, facilitating easy deployment.

● Accelerated Implementation: Leverage pre-existing SageMaker notebooks and code

examples to speed up the deployment and development of RAG solutions.

Reference:

https://aws.amazon.com/what-is/retrieval-augmented-generation/
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Vector Stores & Embeddings
Challenges with Unstructured Data

Processing Issues:

Organizations face difficulties in managing and extracting insights from large volumes of

unstructured data, such as text, images, and audio.

Growing Demands:

There is an increasing need for sophisticated capabilities like conversational search, natural

language understanding, and tailored recommendations.

Solution: Vector Databases & Embeddings on AWS

Leveraging Advanced Techniques:

AWS solutions utilize methods such as word embeddings, neural networks, and similarity search

to efficiently analyze and process multi-modal data.

Enhancing AI/ML Workloads:

By implementing vector databases and embeddings, organizations can significantly boost the

performance and availability of their applications.

Improving Customer Insights:

These solutions enable the delivery of more connected and contextual insights, leading to

better customer service and increased business value.

Vector Stores

1. Introduction to Information Types:

● Unstructured Data: Includes text, images, and audio.

● Structured Data: Comprises logs, tables, and graphs.

● AI/ML Advancements: Machine learning (ML) models like embeddings encode various

data types into vectors, capturing their meaning and context for easier comparison and

search.

2. What are Vector Databases?
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● Storage and Retrieval: Vector databases are designed to store vectors as

high-dimensional points.

● Efficient Search: These databases are optimized for quick and efficient nearest-neighbor

searches in N-dimensional space.

● Underlying Algorithms: Typically powered by k-nearest neighbor (k-NN) indexes and

advanced algorithms such as Hierarchical Navigable Small World (HNSW) and Inverted

File Index (IVF).

● Additional Features: Offer data management, fault tolerance, authentication, access

control, and a robust query engine.

3. Importance of Vector Databases:

● Indexing Vectors: Developers can index vectors produced by embedding models,

enabling efficient retrieval of similar assets.

● Operationalizing AI Models: These databases provide a framework to deploy and

manage embedding models in production environments.

● Enhanced User Experiences: Enable unique applications, such as searching for similar

images using a photograph.

● Hybrid Search Capabilities: Support for combining vector searches with traditional

keyword-based searches, improving the relevance and accuracy of results.

4. Use Cases for Vector Databases:

● Vector Search Applications: Commonly used in visual, semantic, and multimodal search

applications.

● Integration with Generative AI: Vector databases complement generative AI models,

enhancing their reliability by providing an external knowledge base to avoid issues like

hallucinations.

5. Advantages of Using Vector Databases:

● Innovation and Development: Accelerates the creation of AI-driven applications by

providing a robust infrastructure for vector search.

● Simplified Operations: Offers an alternative to complex k-NN indexes, reducing the need

for deep expertise in tuning and managing these indexes.

● Comprehensive Features: Includes data management, fault tolerance, security, and

advanced query capabilities, all of which are crucial for scaling and securing AI

applications.

6. AWS Solutions for Vector Databases:

● Amazon OpenSearch Service: Facilitates interactive log analytics, real-time monitoring,

and vector search via k-NN search.

● Amazon Aurora and RDS for PostgreSQL: Support the pgvector extension for storing

embeddings and performing similarity searches.
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● Amazon Neptune ML: Uses Graph Neural Networks (GNNs) to make accurate

predictions with graph data.

● Amazon MemoryDB: Supports fast vector storage and retrieval with high query

performance.

● Amazon DocumentDB: Offers vector search capabilities for storing, indexing, and

searching millions of vectors with quick response times, ideal for ML applications.

What Are Embeddings in Machine Learning?

● Numerical Representations: Embeddings are numerical representations of real-world

entities that help ML and AI systems understand complex knowledge domains, similar to

human cognition.

● Complex Relationships: Unlike simple numerical differences (e.g., between 2 and 3),

embeddings capture intricate real-world relationships (e.g., bird-nest and lion-den as

analogous pairs).

● Automated Process: AI systems automatically create embeddings during training and

use them to perform new tasks, encapsulating the properties and relationships of

real-world data.

Why Are Embeddings Important?

● Reduced Data Dimensionality:

○ Simplifies High-Dimensional Data: Embeddings represent high-dimensional data

in a lower-dimensional space, making it easier for deep-learning models to

process.

○ Efficiency: Reducing dimensions minimizes the computational power and time

needed for models to learn, analyze, and infer from raw data.

● Enhancing Large Language Models (LLMs):

○ Improves Data Quality: Embeddings clean and refine training data, removing

irregularities that could hinder model learning.

○ Supports Transfer Learning: Engineers can repurpose pre-trained models by

adding new embeddings, refining them for specific real-world datasets.

● Enabling Innovative Applications:

○ Computer Vision: Image embeddings allow for the development of

high-precision applications for tasks like object detection and image recognition.

○ Natural Language Processing (NLP): Word embeddings improve the

understanding of context and relationships between words in NLP software.

○ Network Analysis: Graph embeddings help extract and categorize related

information from interconnected nodes, supporting advanced analytics.

○ Versatile Use Cases: Embeddings are integral to AI applications like computer

vision models, AI chatbots, and AI recommender systems, enabling complex tasks

that mimic human intelligence.
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Understanding Vectors in Embeddings

● Numerical Data Representation: Vectors are numerical values that translate real-world

information into a format that machine learning (ML) models can interpret within a

multi-dimensional space.

● Detecting Similarities: Vectors enable ML models to identify similarities across dispersed

data points, helping them recognize and process complex relationships.

The Role of Embeddings

● Transforming Raw Data: Embeddings convert raw data into continuous numerical

values, making it accessible and interpretable for ML models.

● Conventional Encoding Methods: Traditionally, ML models employ one-hot encoding to

map categorical data into a binary format, allowing them to learn from structured data.

Different Types of Embedding Models

● Purpose of Embedding Models: Embedding models are algorithms that compress

information into dense, multi-dimensional formats, enabling ML systems to handle

high-dimensional data more effectively.

Popular Embedding Techniques:

● Principal Component Analysis (PCA): A technique that reduces the dimensionality of

data, simplifying it into low-dimensional vectors, though some information may be lost

in the process.

● Singular Value Decomposition (SVD): This method breaks down a matrix into singular

matrices while preserving the original data, useful for tasks like image compression and

text classification.

● Word2Vec: An algorithm that generates word embeddings based on contextual and

semantic relationships. It has two versions: Continuous Bag of Words (CBOW) and

Skip-gram, though it may struggle with words that have multiple meanings.

—-Back to Index— 33



● BERT: A transformer-based model that understands language contextually, allowing it to

differentiate between various meanings of the same word depending on its usage.

How AWS Supports Embedding Needs

● Amazon Bedrock: A managed service offering foundational models for building AI

applications, including the Titan Embeddings model for tasks like text retrieval and

semantic clustering.

● Amazon SageMaker: A platform that supports the entire ML lifecycle, featuring an

embedding technique called Object2Vec, which reduces high-dimensional data into

vectors for use in tasks like classification and regression.

Reference:

https://aws.amazon.com/solutions/databases/vector-databases-and-embeddings/

https://aws.amazon.com/what-is/embeddings-in-machine-learning/

https://aws.amazon.com/what-is/vector-databases/
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Model training, Tunning, Evaluation
Neural Networks

What is a Neural Network?

A neural network is an AI technique that mimics the human brain's structure to process data. It

uses interconnected nodes, called neurons, in layers to solve complex tasks. This approach is

called deep learning and helps systems learn from their mistakes to improve continuously,

handling tasks like facial recognition and document summarization with higher accuracy.

Why are Neural Networks Important?

Neural networks help computers make intelligent decisions with minimal human intervention.

They excel at identifying relationships between complex input and output data, such as:

● Generalization: Recognize similar meanings across different phrases.

● Inference: Identify entities, like distinguishing between a person’s name and a place.

Applications of Neural Networks

Neural networks are used across various industries, including:

● Medical Diagnosis: Classifying medical images for diagnosis.

● Targeted Marketing: Filtering social networks and analyzing behaviour.

● Financial Forecasting: Analyzing historical data for predictions.

● Energy Demand: Forecasting electrical loads.

Key Applications:

1. Computer Vision: Recognizing images and visual patterns for tasks like self-driving cars

or facial recognition.

2. Speech Recognition: Processing human speech for virtual assistants, transcription

services, and call centers.

3. Natural Language Processing (NLP): Understanding and analyzing text for chatbots,

document classification, and business insights.

4. Recommendation Engines: Personalizing content or product suggestions based on user

behaviour.

How Neural Networks Work?

Neural networks consist of:

● Input Layer: Processes and passes external data.

● Hidden Layers: Multiple layers analyze data in-depth.

● Output Layer: Delivers the final result.

Types of Neural Networks:

● Feedforward Networks: Data moves in one direction through connected layers.

● Backpropagation: A feedback loop adjusts predictions by learning from mistakes.

● Convolutional Neural Networks (CNNs): Extract image features for classification and

recognition.
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Training Neural Networks

Neural networks are trained using large datasets through:

● Supervised Learning: Labeled data helps the network learn and make accurate

predictions.

Machine Learning vs. Deep Learning

● Machine Learning: Requires manual input for feature selection and limited complexity.

● Deep Learning: Automatically analyzes raw data to independently discover patterns and

solve complex problems.

AWS Deep Learning Services

AWS offers scalable deep learning services, including:

● Amazon Rekognition: For image and video analysis.

● Amazon Transcribe: For speech-to-text conversion.

● Amazon Lex: For building intelligent chatbots.

● Amazon SageMaker: To quickly build, train, and deploy deep learning models at scale.

AWS services provide flexible, cost-efficient ways to implement and scale neural networks.

Reference:

https://aws.amazon.com/what-is/neural-network/
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Model Performance
Amazon SageMaker Model Quality Report Overview

● An Amazon SageMaker model quality report (or performance report) provides key

insights about the best model candidate generated by an AutoML job.

● This report includes details about the job, problem type, objective function, and various

performance metrics.

● Below is a breakdown of the report's contents for text classification problems, as well as

information on accessing the metrics as raw data in JSON format.

● You can retrieve the Amazon S3 path to the model quality report artifacts for the best

candidate via the DescribeAutoMLJobV2 API at

BestCandidate.CandidateProperties.CandidateArtifactLocations.ModelInsights.

Performance Report Structure

The report consists of two main sections:

1. Autopilot Job Details: Information about the job that produced the model.

2. Model Quality Report: Detailed performance metrics for the model.

Autopilot Job Details

This section includes key details about the job:

● Autopilot Candidate Name: The name of the best-performing model.

● Autopilot Job Name: The specific job that generated the model.

● Problem Type: The problem type being solved, e.g., text classification.

● Objective Metric: The metric used to optimize the model, e.g., Accuracy.

● Optimization Direction: Whether the objective metric is maximized or minimized.

Model Quality Report

The model quality report provides performance insights generated by Autopilot model insights.

It includes the following details:

● The number of rows used for evaluation.

● The time at which the evaluation was conducted.

Metrics Tables

The first part of the report includes metrics tables relevant to the model’s problem type. These

tables list:

● Metric Name

● Value

● Standard Deviation

Graphical Model Performance Data

The second part of the report contains visual graphs that help in evaluating the model’s

performance. The content of this section varies depending on the problem type.

Confusion Matrix
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The confusion matrix is a key visual tool for assessing the accuracy of predictions in both binary

and multiclass classification problems. It includes components such as:

● Correct Predictions:

○ True Positive (TP): Model predicts 1, and the actual value is 1.

○ True Negative (TN): Model predicts 0, and the actual value is 0.

● Erroneous Predictions:

○ False Positive (FP): Model predicts 1, but the actual value is 0.

○ False Negative (FN): Model predicts 0, but the actual value is 1.

Confusion Matrix Details

The confusion matrix includes:

● The number and percentage of both correct and incorrect predictions for actual labels.

● The percentage of accurate predictions is represented diagonally from the upper-left to

the lower-right corner.

● The percentage of inaccurate predictions is represented diagonally from the upper-right

to the lower-left corner.

Multiclass Confusion Matrix Example

The confusion matrix for a multiclass classification problem shows:

● Vertical Axis: Actual labels (e.g., 3 rows for 3 labels).

● Horizontal Axis: Predicted labels (e.g., 3 columns for 3 predicted categories).
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● Colour Bar: Darker tones represent a larger number of samples classified into each

category, helping visualize label imbalances.

Label Limitations and NaN Values

● The matrix can accommodate up to 15 labels for multiclass classification problems.

● If a label shows a NaN value, it means the validation dataset did not include that label

for evaluation.

Reference:

https://docs.aws.amazon.com/sagemaker/latest/dg/text-classification-model-performance-rep

ort.html
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Hyperparameter Tuning
Hyperparameter Tuning for Complex Machine Learning Systems

Building complex machine learning systems, like deep learning neural networks, involves

exploring a vast range of hyperparameter combinations, which can be impractical.

Hyperparameter tuning helps streamline the process by automatically trying various model

configurations and identifying the most promising hyperparameter combinations within

specified ranges.

The key to success lies in selecting the right ranges for exploration.

To interact with hyperparameter tuning, refer to the API reference guide, especially for

examples using HyperParameterTuningJobConfig and HyperbandStrategyConfig.

Hyperparameter Tuning Strategies

1. Grid Search

● How It Works: Grid search selects combinations of hyperparameter values from a

predefined set of categorical values. It automatically calculates the total number of

distinct categorical combinations, eliminating the need to specify

MaxNumberOfTrainingJobs.

● Limitations: Only categorical parameters are supported. If you specify

MaxNumberOfTrainingJobs, it should equal the total number of categorical

combinations.

2. Random Search

● How It Works: Random search selects random hyperparameter combinations from the

ranges you define for each training job. The performance of the tuning job is not

affected by previous training jobs, allowing you to run concurrent jobs efficiently.

● Example: See the notebook on "Random Search and Hyperparameter Scaling with

SageMaker XGBoost and Automatic Model Tuning" for practical usage.

3. Bayesian Optimization

● How It Works: Bayesian optimization views hyperparameter tuning as a regression

problem. It predicts the best set of hyperparameters using past results and continuously

improves by testing those combinations. SageMaker’s implementation of Bayesian

optimization balances exploration (trying new hyperparameters) and exploitation

(refining known good ones) to find optimal solutions.

Advanced Hyperparameter Tuning Strategies

4. Hyperband

● How It Works: Hyperband optimizes by reallocating resources based on intermediate

and final training results. It focuses on well-performing hyperparameter configurations

while stopping underperforming ones. This approach can significantly speed up tuning,

especially in parallelized training environments.
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● Best Use Cases: Hyperband is ideal for iterative algorithms that publish results at

different stages (e.g., image classification neural networks that report accuracy after

each epoch).

5. Hyperband with Early Stopping

● How It Works: Early stopping allows Hyperband to terminate training jobs that are

unlikely to improve the objective metric. This feature helps reduce unnecessary

computation and prevents overfitting. To use this feature, set

TrainingJobEarlyStoppingType to OFF in the HyperParameterTuningJobConfig API.

Reference:

https://docs.aws.amazon.com/sagemaker/latest/dg/automatic-model-tuning-how-it-works.htm

l
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Training ML models
Training an ML Model

● Training process: Involves providing an ML algorithm with training data.

● ML model: Refers to the artifact created by the training process.

Training Data and Target

● Target: The correct answer in training data (e.g., spam or not spam).

● Learning algorithm: Identifies patterns that map input attributes to the target.

Predictions

● The ML model is used to predict outcomes on new data where the target is unknown.

● Example: Predicting if an email is spam based on learned patterns.

Requirements to Train an ML Model

● Input datasource: Specify the source of training data.

● Target attribute: Identify the data attribute containing the target to predict.

● Data transformations: Provide necessary data transformation instructions.

● Training parameters: Set parameters to control the learning algorithm.

Training Process

● Amazon ML: Automatically selects the appropriate learning algorithm based on the

specified target type.

Training Parameters in Amazon ML

● Training Parameters: Control properties of the training process and ML model.

● Setting Parameters: Can be done via the console, API, or CLI. Default values are provided

but can be customized.

Key Training Parameters

1. Maximum Model Size:

○ Specifies the total size (in bytes) of patterns found during training.

○ Default size: 100 MB (can be adjusted).

○ Larger models offer better predictions but higher costs.

2. Maximum Passes Over Data:

○ Determines how many times the algorithm passes over the data to find patterns.

○ Default: 10 passes (up to 100).

○ More passes may improve quality but increase training time and cost.

3. Shuffle Type:

○ Shuffling ensures diverse data exposure to the algorithm.

○ Default: Pseudo-random shuffling (can be disabled if data is already shuffled).

○ Ensures better generalization of the model.

4. Regularization Type and Amount:

○ Prevents overfitting by penalizing extreme weight values.
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○ L1 regularization: Reduces features by pushing small weights to zero.

○ L2 regularization: Reduces weight values to stabilize features.

○ Default: L2 regularization for improved performance.

Important Considerations

● Model trimming: Larger models may be trimmed based on the importance of patterns.

● Regularization: Balances the model’s ability to generalize and prevent overfitting.

● Cost: Larger models and additional passes over the data increase both time and

expense.

Types of ML Models in Amazon ML

Amazon ML supports three types of models, chosen based on the target you want to predict.

1. Binary Classification Model

● Purpose: Predicts a binary outcome (one of two possible classes).

● Algorithm: Logistic regression. Example - Is this email spam or not?

2. Multiclass Classification Model

● Purpose: Predicts one of multiple possible outcomes.

● Algorithm: Multinomial logistic regression. Example - Is this product a book, movie, or

clothing?

3. Regression Model

● Purpose: Predicts a numeric value.

● Algorithm: Linear regression. Example - What will the temperature be tomorrow?

Reference:

https://docs.aws.amazon.com/machine-learning/latest/dg/types-of-ml-models.html
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ML Model Evaluation and Accuracy Metrics
Importance of Model Evaluation

● Purpose: To assess if a model predicts well on new data.

● Method: Use data with known target values not seen during training.

● Process: Compare predictions with actual targets and compute accuracy metrics.

Creating an Evaluation in Amazon ML

1. Preparation:

○ Datasource: Create an evaluation datasource with held-out, labeled data.

○ Split Data: Default split: 70% training, 30% evaluation. Custom splits are also

possible.

2. Evaluation:

○ Create Evaluation: Use the evaluation datasource and the trained model.

○ Review Results: Check prediction accuracy and visualizations.

Preventing Overfitting

● Issue: Overfitting happens when a model memorizes training data but fails to generalize.

● Solution:

○ Validation: Use additional data (e.g., 60% training, 20% evaluation, 20%

validation).

○ Cross-Validation: Use k-fold cross-validation to avoid overfitting by splitting data

into k subsets.

Performance Metrics

1. Binary Classification:

○ Accuracy Metric: Area Under the Curve (AUC) measures model's ability to

distinguish between classes. Values range from 0 to 1 (closer to 1 is better).

○ Visualization: Histograms for scores of actual positives and negatives.

○ Adjusting Cut-off: Modify the threshold to balance true positives and false

positives.

2. Multiclass Classification:

○ Accuracy Metric: Macro Average F1 Score averages precision and recall across

classes.

○ Baseline: Compare with a model that always predicts the most frequent class.

○ Confusion Matrix: Shows correct and incorrect predictions for each class.

3. Regression:

○ Accuracy Metric: Root Mean Square Error (RMSE) measures prediction error.

Lower values indicate better accuracy.

○ Baseline: Compare with a model predicting the mean of the target.

—-Back to Index— 44



○ Residuals: Review residuals (differences between predicted and actual values) to

assess model performance.

Cross-Validation

● Method: k-fold cross-validation involves training and evaluating models on different data

subsets.

● Process: Split data into k folds, train on k-1 folds, and evaluate on the remaining fold.

Repeat k times.

Validating Model Evaluation

1. Distinct Evaluation Data: Ensure evaluation data differs from training data.

2. Sufficient Data: Evaluation data should be at least 10% of the training data.

3. Consistent Schema: Training and evaluation data sources must have the same schema.

4. Complete Records: All records should be used; invalid records can skew results.

5. Target Distribution: Ensure similar target distribution between training and evaluation

data.

Reference:

https://docs.aws.amazon.com/machine-learning/latest/dg/evaluation-alerts.html
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Amazon SageMaker built-in algorithms or pretrained models
Amazon SageMaker offers a variety of built-in algorithms, pre-trained models, and solution

templates to streamline the training and deployment of machine learning models. For

beginners, selecting the right algorithm can be challenging. Here’s a quick guide to help you:

Algorithm Selection

Problem Type Appropriate Algorithm

Binary Classification Logistic Regression, XGBoost, etc.

Multiclass Classification XGBoost, Linear Learner, etc.

Regression Linear Learner, XGBoost, etc.

Object Detection Faster R-CNN, SSD, etc.

Anomaly Detection Random Cut Forest, etc.

Clustering K-Means, DBSCAN, etc.

Topic Modeling Latent Dirichlet Allocation (LDA)

Recommender Systems Factorization Machines, etc.

Guidance by Learning Paradigms

● Supervised Learning: Utilizes algorithms that need labeled data for model training,

including techniques for classification and regression.

● Unsupervised Learning: Employs algorithms that work with unlabeled data to identify

patterns or anomalies, such as clustering and anomaly detection methods.

Important Considerations

● Data Type and Size: Choose algorithms that are suitable for your data volume and type.

● Performance Metrics: Evaluate algorithms based on metrics relevant to your use case

(e.g., accuracy for classification, RMSE for regression).
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Learning

Paradigm
Description Goal Example Applications

Supervised

Learning

Trains on labeled data

where each example has

a category label.

Generalize to predict

categories for new,

unseen data.

Classification,

Regression, Image

Labeling

Unsupervised

Learning

Learns from unlabeled

data by discovering

hidden patterns or

structures.

Identify structure or

patterns within the

data.

Clustering,

Dimensionality

Reduction, Anomaly

Detection

Reinforcement

Learning (RL)

Focuses on learning from

interaction with the

environment to maximize

a reward signal.

Optimize

decision-making to

achieve the highest

reward over time.

Game Playing,

Robotics,

Autonomous Vehicles

Reference:

https://docs.aws.amazon.com/sagemaker/latest/dg/reinforcement-learning.html

https://aws.amazon.com/what-is/data-cleansing/
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Data transformation and Feature Engineering
Data Cleaning and Transformation Techniques

What Is Data Cleansing?

● Data cleansing prepares raw data for machine learning (ML) and business intelligence

(BI) by fixing errors that can impact accuracy.

● Key steps include correcting errors, removing duplicates, and handling missing values or

incorrect formats.

Why Is Data Cleansing Important?

● Clean, accurate data ensures better decision-making and ML model performance.

● Common errors like outliers, missing values, and formatting mistakes can skew results

and lead to incorrect predictions.

● Data preparation is critical for training ML models, which is why data scientists focus

heavily on this task.

How to Ensure Your Data Is Clean?

● Analyze data using tools that identify invalid values.

● Steps include:

○ Removing duplicate entries.

○ Eliminating irrelevant fields.

○ Handling outliers.

○ Fixing or imputing missing data.

○ Correcting structural errors like typos or inconsistent formats.

AWS Tools for Data Cleansing

● Amazon SageMaker Data Wrangler simplifies data preparation for ML.

○ Provides tools for data selection, cleansing, and exploration in a visual interface.

○ Automatically verifies data quality and detects issues.

○ Offers over 300 built-in transformations for cleaning and processing data without

writing code.

Data Transformation and Schema Changes

● Data at rest can be in a standardized format, but source systems often vary in formats

due to different use cases and technologies.

● A flexible data pipeline is necessary to handle varying event formats.

○ Example: Product analytics may use fields like userid and timestamp, while game

events may have unique fields based on the game or device.
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Two Approaches to Handling Data Variance

1. Known Data Formats:

○ Source systems generate data, then use ETL/ELT to transform it.

○ Transformation engines process batch or streaming data.

○ Data is then sent to downstream systems or a data lake in a defined format.

2. Unknown Data Formats:

○ For unknown formats, use a data classifier to handle known formats and custom

classifiers for new formats.

○ Data flows from the source to the data lake, adapting to changing formats

Reference:

https://aws.amazon.com/what-is/data-cleansing/
https://docs.aws.amazon.com/whitepapers/latest/best-practices-building-data-lake-for-games/da
ta-transformation.html
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Feature Engineering & Techniques
Feature Engineering Overview

● Each unique data attribute is a feature used in predictive models, such as customer

location or income for churn prediction.

● Feature engineering helps transform and select variables for machine learning or

statistical models, involving:

○ Feature creation

○ Feature transformation

○ Feature extraction

○ Feature selection

Challenges of Feature Engineering:

● Requires a mix of data analysis, domain expertise, and intuition.

● It's tempting to rely only on available data, but starting with required data through

expert consultation, brainstorming, and research is key.

● Missing out on this process risks overlooking important predictor variables.

Key Feature Engineering Processes:

Data Extraction:

● Gathering data for ML is time-consuming, as data exists in various sources (laptops,

warehouses, cloud, etc.).

● Connecting to these sources is difficult, and the growing volume of data adds

complexity.

● Different data formats (e.g., video, tabular) make integration challenging.

Feature Creation:

● Data labeling adds context to raw data (e.g., images, audio) to teach ML models.

● Labels are crucial for computer vision, NLP, and speech recognition tasks.

Feature Storage & Exploration:

● After cleaning and labeling, data is visualized to confirm accuracy.

● Tools like histograms and scatter plots help teams spot patterns, anomalies, and test

assumptions without formal modeling.

AWS and Feature Engineering:

● Amazon SageMaker Data Wrangler simplifies feature engineering with a visual interface

and over 300 built-in data transformations.

● Use SageMaker to import raw data, and normalize and combine features without coding.

● Build automated ML workflows with SageMaker Pipelines and store features in

SageMaker Feature Store for easy reuse across teams.
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Reference:

https://docs.aws.amazon.com/wellarchitected/latest/machine-learning-lens/feature-engineerin

g.html

https://aws.amazon.com/what-is/feature-engineering/
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Bais and Strategies to Address Bais
Understanding Algorithmic Bias in Machine Learning

Bias, fairness, and discrimination have been studied in fields like law, policy, and computer

science. In machine learning, bias occurs when models discriminate against individuals or

groups, often due to the data used to train these models. For example, if training data lacks

diversity or contains biased labels, the model can reproduce or even amplify these biases in its

predictions.

Addressing Bias in Machine Learning

Machine learning offers opportunities to identify and measure bias throughout the ML lifecycle.

Amazon SageMaker Clarify helps detect bias in data and models before, during, and after

training:

1. Pre-Training Bias: Detect bias in the raw data before model training begins.

2. Post-Training Bias: Measure bias in the model’s outputs after training.

3. Monitoring Bias: Continuously monitor bias in model predictions after deployment.

Key Terms for Bias and Fairness in SageMaker Clarify

● Feature: A measurable property or attribute (e.g., age or income) in the dataset.

● Label: The target feature the model is being trained to predict (observed outcome).

● Predicted Label: The outcome predicted by the model.

● Sample: A row in the dataset representing an entity described by features and labels.

● Dataset: A collection of samples used for training.

● Bias: Discrepancies in the training data or model's predictions based on group

characteristics (e.g., age).

● Bias Metric: A numerical measure used to assess potential bias.

● Bias Report: A summary of bias metrics for a dataset or model.

● Positive/Negative Label Values: Labels that designate favorable or unfavorable

outcomes for a group.

● Group Variable: Used to form subgroups for bias measurement.

● Facet/Facet Value: Attributes by which bias is measured.

● Predicted Probability: The likelihood of a sample having a positive or negative outcome,

as predicted by the model.

SageMaker Clarify’s Strategy for Addressing Bias

● Bias Metrics: SageMaker Clarify offers model-agnostic metrics to measure bias and

fairness based on different fairness concepts.

● Automation: SageMaker Clarify automates bias detection and monitoring throughout

the ML lifecycle.

● Data Monitoring: SageMaker Clarify tracks bias in model predictions after deployment,

ensuring continuous oversight of model behavior.
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Bias Metric Description Example Question Interpretation

Class Imbalance

(CI)

Measures data

imbalance across facets

Is the dataset skewed

toward one age group?

Positive: More samples

in facet a. Near zero:

Balanced. Negative:

More samples in facet d.

Difference in

Proportions

(DPL)

Evaluates imbalance in

positive outcomes

Are positive outcomes

distributed unfairly

across groups?

Positive: More positive

outcomes for facet a.

Near zero: Equal.

Negative: More for facet

d.

Kullback-Leibler

(KL)

Assesses divergence in

outcome distributions

How different are

approval outcomes

between age groups?

Near zero: Similar

distributions. Positive:

Larger divergence.

Jensen-Shannon

(JS)

Quantifies divergence in

outcome distributions

Are approval rates

different across

demographics?

Near zero: Similar

distributions. Positive:

More divergence.

Lp-norm (LP) Measures p-norm

difference between

facets

How different are

outcomes across

demographics?

Near zero: Similar

outcomes. Positive:

Larger differences.

Total Variation

Distance (TVD)

Measures L1-norm

difference in outcomes

Are there significant

outcome differences

across groups?

Near zero: Similar

outcomes. Positive:

Larger divergence.

Kolmogorov-Smir

nov (KS)

Identifies max

divergence in outcome

distributions

Are there extreme

outcome disparities

across groups?

Near zero: Balanced

outcomes. Near one:

Extreme imbalance.

Conditional

Demographic

Disparity (CDD)

Assesses outcome

disparities, considering

subgroups

Do certain groups have

higher rejection rates

than acceptance?

CDD shows disparities

across facets and

subgroups.
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Tools for Bias Detection

● Sample Notebooks: SageMaker Clarify provides a notebook for bias detection and

explainability, helping users run bias detection jobs and interpret feature attributions.

SageMaker Clarify Sample Notebook

The sample notebook for bias detection can be run in Amazon SageMaker Studio using Python

3 (Data Science). It walks through the process of detecting bias and explaining model

predictions.

SageMaker Clarify offers comprehensive tools to measure and monitor bias, helping ensure

machine learning models are fair and unbiased across all stages of development and

deployment.

Reference:

https://docs.aws.amazon.com/sagemaker/latest/dg/model-explainability.html

https://docs.aws.amazon.com/sagemaker/latest/dg/clarify-measure-data-bias.html
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Methods to Identify Overfitting and Underfitting
1. Testing on New Data:

● Use part of the training set as a test set.

● High error rate on test data indicates overfitting.

2. K-Fold Cross-Validation:

● Split training data into K subsets (folds).

● Train on K-1 folds, test on the remaining fold.

● Repeat for each fold and average performance.

3. Error Analysis:

● Overfitting: Low error on training data, high error on test data.

● Underfitting: High error on both training and test data.

4. Learning Curves:

● Analyze error rates over time.

● Overfitting: Training error decreases, but validation error increases.

● Underfitting: Both training and validation errors are high.

5. Regularization Techniques:

● Helps detect if models are learning irrelevant details (noise).

These methods help ensure the model generalizes well without fitting too closely to training

data (overfitting) or failing to learn patterns (underfitting).

How AWS Minimizes Overfitting in Machine Learning Models

1. Amazon SageMaker for End-to-End ML Workflows:

● AWS SageMaker provides managed infrastructure and tools for building, training, and

deploying ML models, minimizing the chances of overfitting.

2. Automated Overfitting Detection with SageMaker Model Training:

● SageMaker automatically monitors training data (input, output, and transformations).

● Detects overfitting without manual intervention.

3. Early Stopping:

● SageMaker can automatically halt the training process once the desired accuracy is

achieved, preventing overfitting from further training.

4. Real-Time Metric Tracking:

● SageMaker captures real-time training metrics, helping data scientists track model

performance and spot signs of overfitting.

5. Alerts and Notifications:

● SageMaker sends notifications if overfitting is detected, allowing timely intervention and

adjustments.

Reference:

https://aws.amazon.com/what-is/overfitting/
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Amazon SageMaker Debugger
Features

Resolving Common Training Issues:

● SageMaker Debugger helps tackle training problems such as overfitting, vanishing

gradients, and saturated activation functions, improving overall model performance.

Tools for Debugging and Alerts:

● Debugger provides built-in tools for identifying training anomalies and sending alerts.

● Enables visualization of metrics and tensors to identify root causes of issues.

Supported Frameworks:

● Compatible with popular machine learning frameworks like Apache MXNet, PyTorch,

TensorFlow, and XGBoost.

● For a complete list, refer to SageMaker Debugger's supported frameworks and versions.

Debugging Tools in SageMaker

TensorBoard Integration:

● SageMaker supports TensorBoard, allowing you to collect and visualize model outputs.

● You can manage user profiles and control access within SageMaker, enhancing

compatibility with open-source tools.

Debugger Architecture and Model Convergence:

● SageMaker Debugger helps address convergence challenges in deep learning models,

including those with billions or trillions of parameters.

● It tracks model parameters, activations, and gradients during training to identify issues.

Amazon SageMaker Debugger Capabilities

Extract and Store Model Output:

● Debugger registers hooks to extract model output tensors and stores them in Amazon

S3.

● Detects issues like overfitting or vanishing gradients using built-in rules.

Automated Action and Notifications:
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● You can set up Amazon CloudWatch Events and AWS Lambda to automatically respond

to detected issues.

● Receive real-time notifications via Amazon Simple Notification Service (SNS).

These features make Amazon SageMaker Debugger a powerful tool for improving and

monitoring ML model performance.

Accessing and Visualizing Data in TensorBoard

● Analysis: Analyze output tensors from S3 during or after training via TensorBoard.

● Data Manager Tab: Select and load training jobs from Amazon S3 in the SageMaker Data

Manager.

● Search & Select: Use filters to find and add jobs for visualization.

● Configuration: Ensure jobs use TensorBoardOutputConfig to appear in the Data

Manager.

Exploring Training Data

● Visualizations: See metrics like Time Series, Scalars, Graphs, Distributions, and

Histograms for selected jobs.

● Plugins: TensorBoard dynamically activates plugins based on the training script.

Managing TensorBoard Apps

● Delete App: After use, delete TensorBoard from the Admin configurations in the

SageMaker console to save costs.

● Auto Shutdown: TensorBoard automatically shuts down after 1 hour of inactivity.

Considerations

● Collaboration: TensorBoard apps can’t be shared, but S3 data can.

● Hyperparameter Tuning: Requires custom code to upload metrics for visualization.

Reference:

https://docs.aws.amazon.com/sagemaker/latest/dg/train-debugger.html

https://docs.aws.amazon.com/sagemaker/latest/dg/tensorboard-on-sagemaker.html
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Data Annotation & Labeling with Amazon SageMaker Ground

Truth

Supervised Fine-Tuning with Human Data

● Supervised Learning: Leverage demonstration data (e.g., text summaries, image

captions) to teach models how to handle specific tasks.

● Customizing Models: Use SageMaker Ground Truth Plus to generate high-quality data,

allowing fine-tuning of models based on specific use cases or industry data.

Examples of Demonstration Data

● Question & Answer: Use Q&A datasets to train models on answering questions

effectively.

● Image Captioning: Provide rich descriptions for images, enhancing the accuracy of

text-to-image and image-to-text models.

● Video Captioning: Create detailed captions for video actions, improving model output

for text-to-video and video-to-text tasks.

Reinforcement Learning from Human Feedback (RLHF)

● Human Feedback: Rank and classify model-generated outputs based on criteria like

accuracy and relevancy.

● Training with Feedback: Use comparison data to improve and fine-tune models through

reinforcement learning.

Model Evaluation

● Human Evaluation: Assess and compare model performance based on customized

criteria (e.g., accuracy, brand voice).

● Evaluation Tools: Access model evaluation through SageMaker Ground Truth, Studio,

Jumpstart, or Amazon Bedrock for quick evaluation setup.

Red Teaming for Safety

● Identify Vulnerabilities: Intentionally test models to detect harmful outputs and

enhance model safety and robustness.

Creating High-Quality Labeled Datasets

Pre-built Labeling Templates

● Image Classification: Categorize images using predefined labels, useful for scene

detection.

● Object Detection: Label objects in images using bounding boxes for tasks like vehicle or

pedestrian detection.

● Semantic Segmentation: Label specific image areas for pixel-level accuracy in model

training.
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● Video Object Tracking: Track objects across video frames, useful in scenarios like sports

analysis.

● Text Classification: Categorize text strings for natural language processing models.

● 3D Point Cloud Object Detection: Label objects in 3D point clouds, important for

applications like autonomous vehicles.

Custom Labeling Workflows

● Custom UI Templates: Create or use existing templates to instruct human labelers.

● Pre-Processing & Post-Processing Logic: Leverage AWS Lambda for data context and

quality checks, ensuring high annotation accuracy.

Quality Assurance and Consensus

● Approval Workflows: Implement reviews, change annotations, and use algorithms for

consensus to improve data quality.

Workforce Options for Data Annotation

AWS Managed Workforce

● Expert Teams: AWS hires and manages teams for annotation tasks, ensuring security,

privacy, and compliance.

In-house Workforce

● Internal Team: Use SageMaker tools for your own team’s annotation tasks, ensuring

confidentiality.

Vendor or Crowd Workforce

● Preferred Vendor: Choose a vendor from AWS Marketplace for specialized annotation

tasks.

● Crowdsourcing: Use Amazon Mechanical Turk for scalable, cost-effective annotation

projects.
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Accelerating Human-in-the-Loop Tasks

Assistive Tooling

● Efficiency Tools: SageMaker Ground Truth includes built-in tools that streamline the

labeling process, reducing time and costs in human-in-the-loop workflows.

Reference:

https://aws.amazon.com/sagemaker/groundtruth/
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Encoding Techniques
These encoding techniques are used to prepare categorical and text data for machine learning

tasks in AWS, ensuring that algorithms can interpret and work with the input data effectively.

Encoding Technique Description

One-Hot Encoding ● Transforms categorical values into binary vectors.

● For each category, a new column is created, and a value of 1 is

placed in the column corresponding to the category, with all

other columns set to 0.

● This is commonly used for non-ordinal data where no inherent

order exists among categories.

Label Encoding ● Converts each category into a unique integer value.

● It assigns a numerical label to each category based on its order.

● This method is suited for ordinal data but can lead to issues

with non-ordinal data, as it may imply a ranking between

categories.

Binary Encoding ● A hybrid approach that first assigns each category a numerical

value (like label encoding), then converts that number into

binary format.

● The binary digits are split across multiple columns.

● This reduces the dimensionality compared to one-hot encoding

and is useful for high-cardinality categorical data.

Tokenization ● Involves breaking text data into smaller components, such as

words or subwords (tokens).

● This technique is essential in text processing tasks, such as

converting sentences into individual tokens for use in natural

language processing models.

● Tokens can then be processed further with techniques like word

embeddings.
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Interpretability Vs Explainability

Aspect Interpretability Explainability

Definition Understanding the internal mechanisms

of a model to determine how it makes

predictions.

Describing the model’s behavior in

human-understandable terms without

needing to fully understand its inner

workings.

Purpose Provides full transparency of how inputs

are transformed into outputs, focusing

on the model’s structure.

Offers an external view of the model’s

output using analysis methods to explain

the behavior without fully revealing the

inner mechanics.

Business Use Necessary when businesses require high

transparency and accountability, such as

for regulatory or compliance needs.

Ideal for businesses that prioritize

performance but still need to explain

decisions made by the model in general

terms.

Example A multivariate regression model where

parameters can be viewed to explain

predictions like an inflation rate.

Using SHAP values or partial dependence

plots to explain complex model behavior,

like why a neural network assigns categories

incorrectly.

Trade-off Higher interpretability often reduces

model performance and limits the

complexity of algorithms that can be

used.

Explainability allows for the use of complex

models with high performance, but

sacrifices understanding of the full internal

process.

Tools/Techni

ques

Directly inspecting model weights,

coefficients, or rules (e.g., regression,

decision trees).

Using model-agnostic tools like SHAP,

surrogate models, or partial dependence

plots to explain outputs of complex models.

When to Use When regulations or business

requirements demand full model

transparency and accountability.

When performance is prioritized but some

level of understanding about model

behavior is still needed.
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Questions to Consider

● Is complete model transparency essential for my business or regulatory needs?

● Can I gain sufficient insight into the model’s behavior without requiring full

transparency?

Example Business Context

● Banking: Full model transparency is required to meet strict regulatory demands.

● Media: A high-level explanation of a model’s decision (e.g., categorization) is adequate,

without needing to understand every internal detail.

Reference:

https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/interpretabili

ty-versus-explainability.html#:~:text=Interpretability%20%E2%80%94%20If%20a%20business%2

0wants,to%20determine%20the%20given%20output.
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Data Transforming & Validating Tools in AWS
Amazon SageMaker

Amazon SageMaker Overview

Comprehensive ML Service

● Build, Train, Deploy: Manage end-to-end machine learning workflows with Amazon

SageMaker, offering a fully managed infrastructure.

● JumpStart Solutions: Quickly deploy common ML use cases with pre-built solutions via

SageMaker JumpStart, requiring just a few clicks.

Key Features

● Streamlined Workflow: Integrates capabilities to prepare, build, train, and deploy

high-quality models efficiently.

Features:

Prepare Data

1. SageMaker Feature Store:- Amazon SageMaker Feature Store is a centralized platform

designed to store, share, and manage features used in machine learning models.

Features are the data inputs that models rely on during both training and inference.

2. SageMaker Data Wrangler:- Amazon SageMaker Data Wrangler selects, understands,

and transforms data to prepare it for machine learning (ML) in minutes. reduces data

prep time for tabular, image, and text data from weeks to minutes. It enables a rapid

assessment of ML model accuracy and helps identify potential problems before

deployment.

3. Geospatial ML with Amazon SageMaker:- Amazon SageMaker empowers data scientists

and ML engineers to build, train, and deploy ML models using geospatial data such as

satellite imagery, maps, and location data.

Build

1. SageMaker Notebooks:- Amazon SageMaker Notebooks offer a fully managed Jupyter

environment, enabling data scientists and ML engineers to explore, analyze, and develop

machine learning models efficiently.

2. SageMaker Jumpstart:- Amazon SageMaker JumpStart is a machine learning (ML) hub

that can help you quickly evaluate, compare, and select Foundation models based on

pre-defined quality and responsibility metrics to perform tasks like article summarization

and image generation.

3. SageMaker Studio Lab:- Amazon SageMaker Studio Lab is a free service based on

open-source JupyterLab that allows customers to use AWS compute resources to create

and run their Jupyter notebooks.
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Train

1. SageMaker Model Training:- Amazon SageMaker Model Training streamlines the

process of training and tuning machine learning models, significantly reducing time and

costs while eliminating the need for infrastructure management.

2. SageMaker Experiments:- Amazon SageMaker offers a managed MLflow capability that

simplifies machine learning and generative AI experimentation. Data scientists can easily

use MLflow within SageMaker for model training, registration, and deployment.

Administrators can quickly establish secure and scalable MLflow environments on AWS.

3. SageMaker HyperPod:- Amazon SageMaker HyperPod simplifies the process of building

and optimizing ML infrastructure for training foundation models, significantly reducing

training time by 40%. By automatically distributing training workloads across thousands

of accelerators, HyperPod enables parallel processing and accelerates model

performance.

Deploy

1. SageMaker Model Deployment:- Amazon SageMaker simplifies the deployment of

machine learning models, including foundation models, offering optimal

cost-effectiveness for inference requests across various applications.

2. SageMaker Pipelines:- Amazon SageMaker Pipelines is a serverless workflow

orchestration service that automates machine learning (ML) and large language model

(LLM) workflows.

End-to-End ML

● SageMaker MLOps:- Amazon SageMaker offers specialized tools for managing machine

learning operations (MLOps), streamlining and standardizing processes throughout the

machine learning lifecycle.

● SageMaker Canvas:- Amazon SageMaker Canvas offers a visual interface that simplifies

the machine learning process. It allows you to prepare data, build, and deploy ML

models efficiently.

● SageMaker Studio:- Amazon SageMaker Studio provides a comprehensive suite of tools

for the entire machine learning development steps, including data preparation, model

building, training, deployment, and management.

● SageMaker Ground Truth:- Amazon SageMaker Ground Truth provides a robust platform

for incorporating human expertise into the machine learning process, enhancing model

performance through continuous feedback.
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ML Governance

● ML Governance with SageMaker:- Amazon SageMaker offers specialized governance

features to ensure responsible machine-learning practices. Amazon SageMaker Role

Manager allows administrators to quickly establish necessary permissions.

● SageMaker Clarify:- SageMaker Clarify streamlines the process of identifying potential

biases in your dataset. Specify the input features you're concerned about, like gender or

age, and SageMaker Clarify will conduct a thorough analysis to uncover any potential

biases present in those features.

Reference:

https://aws.amazon.com/sagemaker/
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Amazon Mechanical Turk (MTurk)

What is Amazon Mechanical Turk?

● Crowdsourcing Marketplace: MTurk connects individuals and businesses with a global,

virtual workforce for various tasks.

● Task Types: Includes simple data validation, research, survey participation, content

moderation, and more.

● How It Works: Requesters post tasks (HITs) that Workers complete online. The system

ensures workers are paid only for satisfactory work, and you can use qualification tests

to select skilled Workers.

Advantages

● Enhanced Efficiency: Automate repetitive, manual tasks to streamline workflows. MTurk

helps complete tasks quickly, freeing up internal resources for more strategic work.

● Flexible Scaling: Easily scale workforce up or down without the complexities of

managing a temporary in-house team. MTurk provides access to a 24x7 global

workforce.

● Cost Reduction: Lower labor and overhead costs with a pay-per-task model. MTurk helps

manage expenses effectively while achieving results that might be challenging with a

dedicated team.

​

Why Use MTurk

● Human Expertise: Completes tasks better than computers, such as content moderation

and data deduplication.

● Efficient Crowdsourcing: Breaks down complex projects into manageable microtasks for

distributed workers, improving scalability and reducing manual effort.
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MTurk Use Cases in Machine Learning

Data Collection and Annotation

● Efficient Data Gathering: MTurk simplifies the collection and labeling of large datasets

needed for training ML models. It accelerates the process of annotating data, such as

tagging images or categorizing text.

Model Improvement

● Continuous Iteration: Use MTurk for ongoing adjustments and enhancements to ML

models. Human input helps in refining models by providing feedback and making

necessary corrections.

Human-in-the-Loop (HITL)

● Incorporating Human Feedback: MTurk supports HITL workflows where human

feedback is essential for model validation and retraining. For instance, annotating

images with bounding boxes helps create precise datasets for computer vision tasks,

especially when automated solutions fall short.

Reference:

https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMechanicalTurkGettingStartedGuide/

SvcIntro.html
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Amazon EMR for Machine Learning
Amazon Elastic MapReduce (Amazon EMR) is widely used in machine learning to streamline and

optimize big data processing. Its integration with open-source frameworks makes it ideal for

handling large-scale machine learning workloads.

Key Features of Amazon EMR for Machine Learning:

● Supports Popular ML Frameworks: Amazon EMR streamlines the use of open-source

frameworks like Apache Spark and Apache Flink for machine learning applications. These

tools are widely utilized for data processing and developing machine learning models.

● Scalability: By automatically provisioning and scaling clusters of Amazon EC2 instances,

EMR enables you to easily handle vast datasets, making it suitable for training large

machine learning models that require significant computational resources.

● Distributed Processing: EMR utilizes Hadoop to distribute both data and computational

tasks across a resizable cluster, enabling efficient parallel processing which speeds up

machine learning workflows.

Common Machine Learning Applications:

● Data Preparation: Before training a model, EMR can process and clean vast amounts of

data, using Spark or Hive, to create ready-to-use datasets for machine learning.

● Training Models: Large machine learning models, particularly those used in deep

learning and complex algorithms, require significant computational power. EMR helps

distribute these tasks across clusters for faster training.

● Batch Processing: EMR can process data in batch mode, which is ideal for training

models on historical datasets, or performing large-scale feature engineering.

● Real-time Machine Learning: Integration with frameworks like Flink allows for real-time

data streaming and model inference, enabling on-the-fly machine learning tasks such as

recommendation systems or fraud detection.

Key Tools in EMR for Machine Learning:

● Apache Spark MLlib: A scalable machine learning library that comes with built-in

algorithms for tasks like classification, regression, clustering, and recommendation

systems. It is designed for large-scale distributed data processing, making it ideal for

handling big data machine learning tasks.

● TensorFlow: An open-source deep learning framework widely used for building neural

networks and complex machine learning models. In EMR, TensorFlow can be used to

train and deploy large-scale deep learning models on distributed clusters.

● Apache MXNet: Another deep learning framework optimized for high-performance

training and deployment of neural networks. MXNet is particularly known for its

flexibility and efficiency when working with large datasets and models, making it a

strong choice for both research and production environments.
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Customization Options:

● Custom AMIs: You have the flexibility to build custom Amazon Machine Images (AMIs)

that include your chosen machine learning tools, libraries, and software packages. This

simplifies the setup and configuration of a machine learning environment tailored to

your exact requirements.

● Bootstrap Actions: These are scripts that execute during the initialization of your EMR

cluster, allowing you to install extra software or libraries not included in the standard

EMR setup. This enables you to integrate specialized machine learning tools or libraries,

supporting more advanced or customized workflows.

By leveraging EMR, organizations can efficiently manage the high demands of machine learning

workflows, from data preparation to model training, all while benefiting from the scalability and

cost-efficiency of the cloud.

Reference:

https://www.amazonaws.cn/en/elasticmapreduce/
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Amazon SageMaker JumpStart
Amazon SageMaker JumpStart is a machine learning hub that can speed up your ML

development. Using SageMaker JumpStart, you can select, evaluate, and compare FMs quickly

based on pre-defined quality and responsibility metrics to perform tasks like image generation

and article summarization.

Features:

Foundation Models:- Discover a variety of foundational models from leading providers like AI21

Labs, Databricks, Hugging Face, Meta, Mistral AI, Stability AI, and Alexa. These models can be

used to accomplish a wide range of tasks including summarizing articles and generating text,

images, or videos.

Built-in algorithms:- You can utilize built-in solution templates through the SageMaker Python

SDK. These algorithms address common ML tasks, including image, text, and tabular data

classification, as well as sentiment analysis.

Prebuilt solutions:- SageMaker JumpStart offers pre-built, end-to-end solutions for common

machine learning applications like demand forecasting, credit risk assessment, fraud detection,

and computer vision.

Benefits of SageMaker JumpStart:

Publicly available foundation models

Built-in ML algorithms

Customizable solutions

Support collaboration

Use cases and Advantages:

1. Foundation Model Integration

● Deploy models like LLaMA 2 and Stable Diffusion in VPC mode, even without internet.

● Access pre-trained models for easy deployment and tuning.

2. Large Language Models (LLMs)

● Simplifies deploying and tuning LLMs, including 40M parameter models for NLP tasks.

3. Text Classification

● Pre-built models for text classification with customization options.

4. Image Generation

● Deploy Stable Diffusion XL for high-quality image generation.

5. No-Code Solutions

● Fast, no-code deployment for quick AI solutions, accessible to non-experts.

6. Learning Resources

● Video tutorials and guides for easy model deployment and tuning.
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Amazon Bedrock
● Amazon Bedrock is a managed serverless service providing various high-performing

foundation models (FMs) from top AI companies like AI21 Labs, Anthropic, Cohere,

Meta, Mistral AI, Stability AI, and Amazon.

● These models are accessible via a unified API for creating generative AI applications

focusing on security, privacy, and responsible AI practices.

● With Amazon Bedrock, you can quickly test and compare different foundation models to

find the best fit for your use case.

● These models can be tailored to your unique data using techniques like fine-tuning and

Retrieval Augmented Generation (RAG).

● Additionally, you can create agents that can perform tasks using your company's systems

and information.

How does Amazon Bedrock help to build generative AI applications?

● Model Choice - Choose from a range of leading FMs: Amazon Bedrock’s single API lets

you easily switch between different foundation models and their updates.

● Customization - Privately adapt models with your data: Model customization lets you

deliver differentiated and personalized user experiences. Fine-tune foundation models

with your data to create unique, personalized experiences.

● RAG - Deliver more relevant FM responses: To provide FMs with relevant company data,

organizations use RAG. This technique feeds data into prompts to improve responses.

● Agents - Execute complex tasks across company systems: Amazon Bedrock agents

automate complex tasks using your company's systems and data. Agents analyze

requests, execute relevant APIs, and provide secure, private responses.

Amazon Bedrock offers models in 3 states:

● Active: The model provider is actively developing this version, and it will continue to be

updated with bug fixes and minor improvements.

● Legacy: A version is marked as a legacy when a more advanced version delivers superior

results. Amazon Bedrock determines an EOL date for outdated versions.

● EOL: This version is outdated and inoperable. Requests made to it will fail.

Use cases:

● Text generation - Produce unique content for your blog, social media, and web pages

● Virtual assistants - Build assistants that understand user inquiries, automatically divide

tasks, interact conversationally to gather necessary details, and execute actions to

complete the requested task.

● Text and image search - Identify and compile relevant information to answer questions

and provide recommendations based on a large body of textual and visual data.
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● Text summarization - Acquire concise summaries of extensive documents, such as

articles, reports, research papers, technical documentation, and even books, to

effectively extract essential information.

● Image generation - Generate lifelike and visually engaging images for advertising

campaigns, websites, presentations, and other applications.
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AWS Glue
AWS Glue simplifies data integration for machine learning by helping users discover, prepare,

and integrate data from various sources. It is serverless, making it easy to manage data and

execute workflows for analytics and ML tasks.

Key Features:

● Serverless Data Integration: No infrastructure to manage, enabling easy data integration

from 70+ data sources.

● Centralized Data Management: Use AWS Glue Data Catalog to store and manage data

schemas.

● Visual ETL Pipelines: Build and monitor extract, transform, and load (ETL) pipelines using

a visual interface.

● Streaming Data Support: Clean, transform, and analyze streaming data in real-time.

● ML-Powered Data Cleansing: Use built-in machine learning to deduplicate and clean

data with tools like FindMatches.

● Scalable and Flexible: Automatically scales based on workload, supporting both batch

and streaming jobs.

Integration with AWS Analytics Services:

● AWS Glue integrates with Amazon S3, Amazon Athena, Amazon Redshift, and other AWS

services, providing a seamless data pipeline for ML workflows.

Machine Learning in AWS Glue:

● Prepare Data for ML: AWS Glue helps clean, transform, and prepare data for training ML

models.

● Interactive Notebooks: Use serverless notebooks for interactive data exploration and

preparation.

Cost and Availability:

● Pay-as-You-Go: AWS Glue charges based on usage, offering flexibility and cost efficiency

for ML tasks.

Reference:

https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
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AWS Glue Data Quality
AWS Glue Data Quality helps monitor and ensure the quality of data, aiding businesses in

making informed decisions. Built on the open-source DeeQu framework, it provides a

serverless, managed experience.

Key Benefits and Features:

● Serverless Setup: No need for installation or maintenance.

● Quick Start: Analyze data and recommend quality rules in just two clicks.

● ML-Powered Detection: Detect anomalies and data quality issues using machine

learning.

● Customizable Rules: 25+ pre-built rules with options to create custom ones.

● Data Quality Score: Get an overview of data health and make confident decisions.

● Identify Bad Data: Pinpoint and quarantine problematic records.

● Pay-as-You-Go: No annual fees; pay only for what you use.

● Open-Source Compatibility: Built on DeeQu, ensuring no vendor lock-in.

● Data Quality Enforcement: Integrate quality checks in both data catalogs and ETL

pipelines.

Feature Comparison: Data Catalog vs. ETL Jobs

● Data Sources: Supports various cataloged and ETL data sources for flexible data

handling.

● Rule Recommendations: Available in Data Catalog but not in ETL jobs.

● Scalability and Flexibility: ETL jobs offer auto-scaling and support dynamic rules for

more adaptable data processing.

AWS Glue Data Quality Highlights:

● Combines rule-based checks with ML-driven anomaly detection to ensure robust data

quality.

● Configuration Steps: Set up rules and analyzers, and enable anomaly detection (only

available for ETL jobs, not for Data Catalog-based checks).

Reference:

https://docs.aws.amazon.com/glue/latest/dg/data-quality-anomaly-detection.html
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AWS Glue DataBrew
AWS Glue DataBrew is a no-code, visual tool for preparing and cleaning data. It simplifies data

preparation tasks and reduces time spent on these processes by up to 80%, compared to

custom-built solutions.

Key Features

● No Coding Required: Users can clean and transform data visually without writing code.

● Over 250 Transformations: Pre-built transformations automate tasks like filtering

anomalies, standardizing formats, and correcting invalid data.

● Collaboration: Allows business analysts, data scientists, and engineers to collaborate

efficiently.

Benefits of Using DataBrew

● Serverless Infrastructure: No need to manage clusters or infrastructure, making it

accessible for all skill levels.

● Smart Suggestions: Automatically identifies data quality issues and suggests fixes.

● Interactive Interface: Discover, visualize, and transform data in a grid-like workspace.

● Recipe-Based Workflow: Save transformation steps as reusable recipes for future

datasets.

DataBrew Workflow

● Connect to Data: Start a project and connect to your data source, such as Amazon S3.

● Explore Data: Visualize the data with charts and distribution metrics in the interface.

● Apply Transformations: Use point-and-click options for over 250 transformations,

including NLP techniques.

● Preview Changes: View a before-and-after preview of your data to fine-tune the recipe.

● Store Results: Once processed, DataBrew stores the cleaned dataset in Amazon S3 for

further use.

Output and Integration

● Export to S3: Processed data is stored in Amazon S3.

● Further Use: The cleansed data can be ingested by other systems for storage or analysis.

Reference:

https://docs.aws.amazon.com/databrew/latest/dg/what-is.html
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Storage and Compute for ML
Storage Options for Machine Learning (ML) in AWS

1. Amazon S3

● Scalability: Offers virtually unlimited storage, making it ideal for large-scale ML datasets.

● High Throughput: Supports fast access to data, enabling efficient training and inference.

● Cost-effective: Pay for what you use, with multiple storage tiers like Glacier for less

frequently accessed data.

● Use Case: Commonly used for storing raw datasets, preprocessed data, and model

artifacts.

2. Amazon Redshift

● Data Warehousing: A petabyte-scale data warehouse optimized for analyzing large

datasets.

● Integration: Works seamlessly with S3 and other AWS services for running complex

queries on ML data.

● Fast Querying: Delivers high-performance querying, especially for structured data.

● Use Case: Suitable for data exploration, feature engineering, and training datasets that

require complex queries.

3. Amazon RDS

● Managed Relational Databases: Supports multiple database engines like MySQL,

PostgreSQL, and SQL Server.

● Consistency: Ideal for transactional data with strong consistency requirements.

● Scalable: Can handle growing datasets and integrate easily with other AWS ML services.

● Use Case: Great for structured datasets and feature storage.

4. Amazon DynamoDB

● NoSQL Database: A fully managed, key-value, and document database optimized for

high-performance workloads.

● Scalable: Dynamically scales to handle millions of requests per second, making it

suitable for real-time ML applications.

● Low Latency: Provides single-digit millisecond response times, ensuring fast access to

features and model predictions.

● Use Case: Ideal for storing real-time data, user interactions, and other high-velocity ML

inputs.

5. Amazon EBS

● Block Storage: Provides persistent block-level storage for EC2 instances.

● High Performance: Optimized for low-latency access, suitable for heavy read/write

operations.
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● Customizable: You can provision IOPS based on the needs of your ML workloads.

● Use Case: Used in scenarios where fast, high-throughput storage is needed for training

ML models on EC2.

6. Amazon EFS

● Shared File Storage: A fully managed, scalable file storage for use with Amazon EC2.

● File-level Access: Supports multiple EC2 instances accessing the same file system

concurrently.

● Scalability: Automatically scales as your dataset grows.

● Use Case: Ideal for sharing datasets and model artifacts across multiple ML instances.

7. Amazon FSx

● High-Performance File Systems: Offers fully managed file storage optimized for specific

workloads like ML.

● FSx for Lustre: A high-throughput, low-latency file system that integrates with S3 for

processing large-scale datasets.Supports workloads needing high bandwidth, such as

genomics, media rendering, and financial risk analysis.

● Integration: Works seamlessly with Amazon ECS, Amazon EKS, AWS ParallelCluster, and

Amazon SageMaker for high-performance ML workloads.

● Use Case: Commonly used for analytics, model training, and data-heavy ML workloads.

Analytics as a Service (AaaS), ML as a Service (MLaaS), Backup as a Service (BaaS).

Each of these storage options provides unique benefits tailored to different ML workloads, from

data storage to real-time predictions.
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AWS Lake Formation for Machine Learning (ML)

1. Centralized Data Management

● Unified System: Manages large-scale, distributed data lakes across multiple AWS

accounts.

● Simplified Processes: Handles data ingestion, cataloging, securing, and transforming in

Amazon S3.

● Centralized Governance: Ensures consistent management of permissions and security

across the organization.

2. Fine-Grained Access Control

● Granular Permissions: Control access to entire tables, specific columns, or individual

rows.

● IAM Integration: Uses AWS IAM roles and policies for role-based access restrictions.

● Enhanced Security: Limits data access to only what's necessary for ML workflows,

reducing the risk of sensitive data exposure.

● ML workflows: This level of control ensures that data scientists and other users can only

access the data they need, reducing the risk of exposing sensitive information.

3. Cross-Account Data Access

● Secure Sharing: Facilitates data sharing across AWS accounts with Lake Formation

permissions.

● Efficient Access: Enables teams to access data in different accounts without duplicating

data.

● For example: A data science team working in one account can securely access ML-ready

data stored in another account’s data lake, all through Lake Formation permissions. This

removes the need for cumbersome data duplication across accounts.

4. Integration with Amazon EMR and SageMaker

● Amazon EMR: Integrates with big data platforms like Apache Spark, Hive, and Presto for

large-scale data preparation.

● SageMaker Data Wrangler: Utilizes Lake Formation for secure data access and

transformation, streamlining ML model development.

5. Data Security and Compliance

● Detailed Access Control: Supports row-level security and data masking to meet security

and compliance requirements.

● Privacy Protection: Ensures sensitive information remains protected while accessible to

authorized users.

6. Improving Efficiency for Data Scientists

● Automated Security: Enforces policies in the background, reducing data management

overhead for data scientists.
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● Streamlined Preparation: Integrates with SageMaker Data Wrangler for efficient data

preparation and transformation.

● Integration: The combination of centralized governance, fine-grained access control, and

integration with big data tools like Amazon EMR and SageMaker significantly accelerates

the data preparation process, allowing teams to go from data to model faster.

7. Feature Store Management

● Centralized Repository: Manages a centralized feature store accessible by multiple

teams.

● Reusability: Allows reuse of features across projects, reducing duplication and improving

consistency.

Reference:

https://aws.amazon.com/blogs/machine-learning/category/analytics/aws-lake-formation/
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Compute Resources for Machine Learning (ML) in AWS

Selecting the Appropriate Compute Services for ML in AWS

When choosing the right compute services for machine learning (ML) tasks on AWS, consider

the following aspects to ensure optimal performance and cost-efficiency:

Performance Requirements

● High-Performance Compute: For intensive ML workloads, such as large-scale model

training, consider instances with powerful GPUs.

● Networking Throughput: High-speed data transfer is crucial for ML tasks. EC2 P3

Instances provide up to 100 Gbps of networking throughput, essential for large data sets

and real-time processing.

Training Speed and Efficiency

● Accelerated ML Training: To reduce training times, select instances that can significantly

speed up ML workflows

Specialized Instance Types

● Enhanced Instances: For enhanced performance, consider instances like P3dn.24xlarge,

which provide up to 100 Gbps throughput (4x the bandwidth of standard P3 instances),

96 Intel® Xeon® Scalable vCPUs, and 8 NVIDIA® V100 GPUs. These instances also support

Elastic Fabric Adapter (EFA) for high-performance distributed ML tasks.

Cost and Pricing Options

● Cost-Effective Training: Evaluate pricing options to manage costs effectively. Such

Instances are available as On-Demand, Reserved, or Spot Instances. Spot Instances can

offer up to a 70% discount compared to On-Demand prices, making them a

cost-effective choice for flexible, high-performance ML and HPC tasks.

Flexibility and Scalability

● Scalable Computing: Choose instances that provide scalable and flexible computing

resources. EC2 instances allow you to scale out your infrastructure quickly and adjust

resources as needed. You can set up HPC clusters in minutes and only pay for what you

use.

Pre-Packaged Environments

● Quick Start: Utilize pre-configured Docker images with ML frameworks like TensorFlow

and Apache MXNet for rapid deployment. Integration with services like Amazon

SageMaker can streamline the ML pipeline, providing a comprehensive platform for

model building, training, and deployment.

Multi-Node Training Efficiency

● Efficient Training: For distributed training across multiple instances, look for high

throughput and rapid training capabilities.
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This table now includes the networking bandwidth for each instance type, providing a

comprehensive overview of their capabilities.

Instance Type GPU/CPU Specifications
Processor
Family

Networking
Bandwidth

EC2 P5e Up to 8 NVIDIA Tesla H200 GPUs
NVIDIA Tesla
H200

Not specified

EC2 P5 Up to 8 NVIDIA Tesla H100 GPUs
NVIDIA Tesla
H100

Not specified

EC2 P4 Up to 8 NVIDIA Tesla A100 GPUs
NVIDIA Tesla
A100

Not specified

EC2 P3 Up to 8 NVIDIA Tesla V100 GPUs
NVIDIA Tesla
V100

Not specified

EC2 G3 Up to 4 NVIDIA Tesla M60 GPUs
NVIDIA Tesla
M60

10 Gbps

EC2 G4 Up to 4 NVIDIA T4 GPUs NVIDIA T4 25 Gbps

EC2 G5 Up to 8 NVIDIA A10G GPUs NVIDIA A10G 50 Gbps

EC2 G6 Up to 8 NVIDIA L4 GPUs NVIDIA L4 100 Gbps

EC2 G6e
Up to 8 NVIDIA L40S Tensor Core
GPUs

NVIDIA L40S
Tensor Core

100 Gbps

EC2 G5g
Arm64-based AWS Graviton2
processors

AWS Graviton2 100 Gbps

EC2 C5 Up to 72 Intel vCPUs Intel Xeon 25 Gbps

EC2 Inf2 Up to 16 AWS Inferentia chips AWS Inferentia 100 Gbps

EC2 Trn1 Up to 16 AWS Trainium chips AWS Trainium 100 Gbps

Reference:

https://aws.amazon.com/blogs/aws/choosing-the-right-ec2-instance-type-for-your-application/
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AWS Deployment Services for Machine Learning

AWS offers several solutions for deploying machine learning models, designed to simplify

scalability, flexibility, and infrastructure management. Below are the primary services available

for deployment:

1. Amazon SageMaker Serverless Inference

● Built for Machine Learning: SageMaker Serverless Inference allows you to deploy ML

models without managing the infrastructure. It automatically scales resources based on

traffic, making it ideal for workloads with idle periods.

● Dynamic Resource Management: This service removes the need to manually select

instance types or configure scaling, as compute resources are launched and adjusted

automatically as needed.

● Integrated with AWS Lambda: By leveraging AWS Lambda, it offers high availability,

automatic scaling, and fault tolerance.

● Cost-Efficient: The pay-per-use pricing model ensures that costs are minimized by scaling

down resources to zero during inactivity.

2. Managing Kubernetes with Helm

● Streamlined Deployments: Helm simplifies the management and deployment of

Kubernetes applications. It integrates with your CI/CD pipelines, making it easy to deploy

applications on AWS.

● Version Control for Applications: Helm charts allow you to version, install, and upgrade

applications easily, improving recovery times in case of outages.

● Central Repository for Helm Charts: Amazon S3 serves as a centralized location for

storing Helm charts, allowing developers across the organization to access and manage

them efficiently.

3. Container-Based Deployments with AWS Lambda

● Serverless, Event-Driven Deployment: AWS Lambda allows you to run application code

without managing infrastructure. With support for container images, Lambda functions

can now be deployed using container development tools.

● Storage Flexibility: Lambda supports container images with up to 10 GB of storage for

application artifacts.

● Multiple Language Support: In addition to Python, AWS Lambda supports Java, Node.js,

Go, and other languages, offering flexibility in deployment.

4. Tech Stack for Containerized Applications

● Amazon ECR: A fully managed, secure, and scalable container image registry that allows

you to reliably store and manage container images.

● Amazon EKS: Elastic Kubernetes Service (EKS) lets you run Kubernetes applications on

AWS without the need to manage or maintain your own control plane or worker nodes.
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● Elastic Load Balancing: This service efficiently distributes incoming traffic across

multiple resources such as EC2 instances, containers, and IP addresses to ensure high

availability and fault tolerance.

5. Essential Tools for Kubernetes Management

● AWS CLI: Command-line interface to interact with AWS services.

● eksctl: A command-line tool that simplifies the creation and management of Amazon

EKS clusters.

● kubectl: A tool to interact with Kubernetes clusters and manage containerized

applications.

● Docker: A platform for building, testing, and deploying containerized applications

efficiently.

Reference:

https://docs.aws.amazon.com/sagemaker/latest/dg/deployment-best-practices.html
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AWS Artificial Intelligence (AI) services
Amazon Polly

What is Amazon Polly?
Text-to-Speech Conversion: Transforms written text into spoken words.
Cloud-Based Service: Operates in the cloud, eliminating the need for local infrastructure.
Voice Options: Provides various voice choices, including Neural Text-to-Speech (NTTS) for
natural-sounding speech.

Features
● No Setup Fees: Pay only for the text converted into speech, with no initial setup costs.
● Multilingual Support: Access various languages and Neural Text-to-Speech (NTTS) voices

for creating speech-enabled applications.
● Speech Caching and Replay: Utilize caching and replay features for Amazon Polly’s

generated speech, available in formats like MP3.

Amazon Comprehend

What is Amazon Comprehend?
Natural Language Processing (NLP): Uses NLP to extract insights from document content.
Insight Extraction: Identifies entities, key phrases, language, sentiments, and other elements
within documents.
Product Development: Leverage document structure understanding to develop new products.

Features:
● Extract Insights from Diverse Text Sources: Analyze text from documents, support

tickets, product reviews, emails, and social media to uncover valuable insights.
● Optimize Document Processing: Improve workflows by extracting key information,

including text, phrases, topics, and sentiment from documents such as insurance claims.
● Custom Document Classification: Differentiate your business by training models to

classify documents and recognize specific terms, without needing advanced machine
learning skills.

● Protect Sensitive Information: Safeguard and manage access to sensitive data by
identifying and redacting Personally Identifiable Information (PII) in documents.

Use cases:
● Analyze business and call center data
● Index and search through product reviews
● Manage legal briefs
● Handle financial document processing
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Amazon Rekognition

What is Amazon Rekognition?
Cloud-Based Service: Utilizes advanced computer vision technology for image and video
analysis.
No Machine Learning Expertise Needed: Accessible through an intuitive API.
Integration with Amazon S3: Quickly analyzes images and videos stored in Amazon S3.

Key Features:
Includes object and text detection, unsafe content identification, and facial analysis.
Facial analysis

● User Verification: Identifies and verifies individual identities.
● Cataloging: Organizes and manages face data for various applications.
● Public Safety: Enhances safety through surveillance and monitoring.
● Detect, analyze, and compare faces in both live streaming and recorded videos.

Image Analysis:
● Object, Scene, and Concept Detection: Detect and classify various objects, scenes,

concepts, and celebrities present in images.
● Text Detection: Identify both printed and handwritten text in images, supporting

multiple languages.
Video Analysis:

● Object, Scene, and Concept Detection: Categorize objects, scenes, concepts, and
celebrities appearing in videos.

● Text Detection: Recognize printed and handwritten text in videos in different languages.
● People Tracking: Monitor individuals identified in videos as they move across frames.

Use cases:
● Simplify content retrieval with Amazon Rekognition's automatic analysis, enabling easy

searchability for images and videos.
● Enhance security with Rekognition's face liveness detection, preventing identity spoofing

beyond traditional passwords.
● Quickly locate individuals across your visual content using Rekognition's efficient face

search feature.
● Ensure content safety with Rekognition's ability to detect explicit, inappropriate, and

violent content, facilitating proactive filtering.
● Benefit from HIPAA Eligibility, making Amazon Rekognition suitable for handling

protected health information in healthcare applications.
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Amazon Lex

What Is Amazon Lex?
Build Chatbots: Create conversational interfaces using natural language processing.
Leverages Alexa Technology: Utilizes the same technology that powers Alexa for advanced
language understanding.
Seamless Integration: Easily integrates with other AWS services to enhance chatbot
functionality and user experience.

Features:
● Effortlessly integrate AI that comprehends intent, retains context, and automates basic

tasks across multiple languages.
● Design and deploy omnichannel conversational AI with a single click, without the need

to manage hardware or infrastructure.
● Seamlessly connect with other AWS services to access data, execute business logic,

monitor performance, and more.

● Pay only for speech and text requests without any upfront costs or minimum fees.

Use Cases:
● Enable virtual agents and voice assistants: Provide users with self-service options

through virtual contact center agents and interactive voice response (IVR), allowing
them to perform tasks autonomously, like scheduling appointments or changing
passwords.

● Automate responses to FAQs: Develop conversational solutions that answer common
inquiries, enhancing Connect & Lex conversation flows with natural language search
for frequently asked questions powered by Amazon Kendra.

● Improve productivity with application bots: Streamline user tasks within applications
using efficient chatbots, seamlessly integrating with enterprise software through AWS
Lambda and maintaining precise access control via IAM.

● Extract insights from transcripts: Design chatbots using contact center transcripts to
maximize captured information, reducing design time and expediting bot deployment
from weeks to hours.
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Amazon Transcribe

What is Amazon Transcribe?
Speech-to-Text Conversion: Transforms audio speech into written text.
Deep Learning Technology: Utilizes automatic speech recognition (ASR) for accurate
transcription.
Versatile Applications: Ideal for generating transcripts from various audio sources, such as
meetings, interviews, and videos.

Features
● Optimized for Specific Use Cases: Ideal for customer service calls, live broadcasts, and

media subtitling.
● Medical Transcription: Converts medical speech to text for clinical documentation with

high accuracy.
● Cost Structure: Charges are based on the seconds of speech converted per month.

Use Cases
● Customer Service: Enhance customer interactions by transcribing service calls for

analysis and improvement.
● Live Broadcasts: Generate real-time subtitles for live events and broadcasts.
● Medical Documentation: Streamline clinical documentation by transcribing medical

speech accurately.
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Amazon Translate

What is Amazon Translate?
Neural Machine Translation: Uses neural networks for accurate and natural text translations.
Language Pairs: Translates text between English and multiple other languages.
Source-Target Conversion: Converts text from a source language to a target language based on
selected language pairs.

Benefits of Amazon Translate:
● High-quality translations - Provide precise and evolving translations across various

applications.
● Batch and real-time translations - Integrate batch and real-time translation into your

applications seamlessly using a single API call.
● Customization - Customize your ML–translated output to define brand names, model

names, and other unique terms.

Use cases:
● Translate user-generated content: Automatically translate user-generated content,

including social media posts, profiles, and comments, instantly in real-time.
● Analyze online conversations in different languages: Use a natural language processing

application to analyze text in multiple languages and gain insights into public opinion
about your brand, product, or service.

● Create cross-lingual communications between users: Implement real-time language
translation capabilities in chat, email, helpdesk, and ticketing systems to enable
English-speaking agents to communicate effectively with customers worldwide.
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ML Workflows
ML Pipeline: Components with AWS Services

A Machine Learning (ML) pipeline in AWS refers to a structured workflow that automates the

various stages involved in developing, training, and deploying machine learning models.

1. Data Collection

● Amazon S3 (Simple Storage Service): Used to store large datasets. AWS provides secure

and scalable storage for structured and unstructured data.

● AWS Glue: A data integration service that helps to discover, prepare, and combine data

across multiple sources for analysis.

● Amazon RDS (Relational Database Service): For storing and managing relational data

that can be used for training ML models.

2. Exploratory Data Analysis (EDA)

● Amazon SageMaker Studio: Provides an integrated environment where data scientists

can perform EDA using Jupyter notebooks. It supports visualization libraries like

Matplotlib, Seaborn, and Pandas for statistical analysis and data exploration.

● Amazon Athena: An interactive query service that allows you to analyze data in Amazon

S3 using SQL. Useful for quick analysis without the need to move data.

3. Data Pre-processing

● AWS Glue and AWS Data Wrangler: These tools help in cleaning, normalizing, and

transforming raw data into a format suitable for modeling. This may involve handling

missing values, normalization, and data scaling.

● Amazon SageMaker Processing: Allows running pre-processing jobs that can scale to

handle large datasets.

4. Feature Engineering

● Amazon SageMaker Feature Store: A fully managed repository for storing, retrieving,

and sharing features across different models and teams. It helps in automating the

process of feature extraction and management.

● Amazon SageMaker Data Wrangler: Simplifies the process of feature transformation,

enabling users to create new features by combining existing ones.

5. Model Training

● Amazon SageMaker: Supports training custom models using a wide variety of built-in

algorithms or your own code. It also offers distributed training, enabling you to scale

training jobs across multiple instances.

● AWS Deep Learning AMIs: Provides pre-configured environments with popular deep

learning frameworks like TensorFlow, PyTorch, and Apache MXNet.
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6. Hyperparameter Tuning

● Amazon SageMaker Automatic Model Tuning: Also known as hyperparameter

optimization (HPO), this service automatically tunes the model’s hyperparameters to

improve performance, using techniques like Bayesian optimization.

7. Model Evaluation

● Amazon SageMaker Debugger: Offers insights into the training process by monitoring

and profiling training jobs. It helps in identifying issues like overfitting and underfitting

by analyzing training metrics.

● Amazon SageMaker Model Monitor: Used post-deployment to track model

performance and detect data drift over time, ensuring that the model remains accurate.

8. Model Deployment

● Amazon SageMaker Endpoint: Allows you to deploy your trained models in real-time,

making them accessible via API for inference.

● Amazon Elastic Kubernetes Service (EKS): Supports deploying models in a

Kubernetes-managed environment for larger, more complex applications.

9. Monitoring

● Amazon CloudWatch: Monitors deployed models in real-time, collecting and tracking

metrics, logging, and triggering alerts for model performance or infrastructure issues.

● Amazon SageMaker Model Monitor: Continuously monitors deployed models for

concept drift, data quality issues, and other anomalies that might affect the model’s

accuracy over time.
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Fundamentals of ML Operations (MLOps)

MLOps in AWS is a set of practices that combine Machine Learning (ML) and DevOps to

streamline the development, deployment, and management of ML models in the Amazon Web

Services (AWS) cloud environment.

1. Experimentation

● Rapid Prototyping: AWS services like Amazon SageMaker allow data scientists to quickly

build, test, and iterate on machine learning models using Jupyter notebooks and

pre-built algorithms.

● Experiment Tracking: SageMaker Experiments helps in tracking and comparing different

model runs, capturing parameters, configurations, and outcomes for better

reproducibility and collaboration.

2. Repeatable Processes

● Pipeline Automation: SageMaker Pipelines automates the entire machine learning

workflow, from data preparation to model deployment, ensuring that each step is

repeatable and consistent.

● Infrastructure as Code (IaC): Using AWS CloudFormation or Terraform, you can define

and deploy infrastructure in a consistent and repeatable manner, ensuring that

environments are identical across different stages.

3. Scalable Systems

● Elastic Resources: AWS provides scalable compute resources like EC2 instances and

SageMaker-managed instances that can automatically scale up or down based on the

workload, ensuring efficient use of resources.

● Distributed Training: SageMaker supports distributed training, allowing large-scale

models to be trained faster across multiple GPUs or instances.

4. Managing Technical Debt

● Version Control: Versioning models, datasets, and code ensures that you can track

changes, reproduce results, and avoid issues caused by outdated or inconsistent

components.

● Model Registry: SageMaker Model Registry helps in managing different versions of

models, storing metadata, and promoting models through various stages of

development and production.

5. Achieving Production Readiness

● Continuous Integration/Continuous Deployment (CI/CD): Implementing CI/CD pipelines

with AWS CodePipeline or Jenkins integrates code changes, tests, and deployments

seamlessly, ensuring models are always production-ready.
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● Security and Compliance: AWS provides tools like AWS Identity and Access Management

(IAM) and AWS Key Management Service (KMS) to secure data, models, and pipelines,

ensuring compliance with industry standards.

6. Model Monitoring

● Performance Monitoring: SageMaker Model Monitor automatically monitors deployed

models for accuracy and performance drift, alerting teams to any issues that may

require attention.

● Logging and Analytics: AWS CloudWatch and AWS X-Ray can be used to log model

predictions, track performance metrics, and diagnose issues in real-time.

7. Model Re-training

● Automated Retraining: SageMaker Pipelines and Step Functions can automate the

retraining process when a model's performance drops or new data becomes available.

● Data Drift Detection: Monitoring tools like SageMaker Model Monitor can detect when

input data distribution shifts, triggering a model retraining pipeline to ensure the model

remains accurate.

8. Scalability and Flexibility

● Scalable Deployment: SageMaker endpoints can automatically scale to handle

increasing traffic, ensuring that the model can serve predictions efficiently regardless of

load.

● Multi-Model Endpoints: Allows deploying multiple models on a single endpoint,

optimizing resource utilization and reducing costs.

9. Collaboration and Governance

● Collaboration Tools: SageMaker Studio provides a unified interface where data scientists

and engineers can collaborate, share experiments, and work on models together.

● Governance and Auditing: AWS provides tools to maintain governance, such as

SageMaker Clarify for bias detection and SageMaker Model Monitor for ensuring model

compliance with business rules.

10. Technical Debt Management

● Artifact Management: Using services like S3 for storing datasets, models, and logs helps

in managing and organizing artifacts efficiently, reducing the technical debt associated

with disorganized resources.

● Code Reusability: Utilizing modular code and standardized practices across teams

minimizes redundant work and accelerates future projects.
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ML Monitoring, Maintenance, and Security Solution
Drift in ML Models on AWS

● Understanding Drift: Drift refers to the shift in data patterns over time, which can

negatively impact the performance of machine learning models.

● Forms of Drift:

○ Data Drift: Occurs when the distribution of input data changes from what the

model was trained on.

○ Concept Drift: Happens when the relationship between input features and

predicted outcomes shifts, affecting the model's predictions.

Techniques to Monitor Data Quality and Model Performance on AWS

● Amazon SageMaker Model Monitor: Automatically detects data drift and quality issues

in real time by comparing live data against baseline statistics.

● Amazon CloudWatch: Enables logging and monitoring of key metrics such as model

accuracy, latency, and failure rates.

● Custom Alerts and Notifications: Set up notifications for drift detection using AWS

Lambda, Amazon EventBridge, and SNS to trigger actions when drift is detected.

● Model Retraining: Integrate SageMaker with workflows like AWS Step Functions to

trigger automated retraining when drift exceeds a defined threshold.

Design Principles for ML Lenses in AWS

● Continuous Monitoring: Implement automated monitoring with services like Amazon

SageMaker, ensuring real-time insights into data quality and model behavior.

● Scalable and Cost-Effective: Use serverless tools like AWS Lambda and EventBridge to

scale monitoring systems based on need, optimizing cost and efficiency.

● Transparency and Explainability: Leverage SageMaker Clarify to ensure that model

decisions are understandable and fair, and to monitor bias as part of model evaluations.

● Automated Responses: Build automation workflows with AWS Step Functions to

automatically respond to detected drift by triggering model retraining or alerts to ML

teams.
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Performance Metrics and Monitoring tools
Key Metrics for ML Infrastructure Performance

● Utilization: Measures how effectively resources (such as CPU, GPU, and memory) are

being used during model training and inference.

● Throughput: Evaluates how much data or tasks are processed over a given time,

indicating the system’s efficiency.

● Availability: Reflects the system's uptime and ability to deliver services without

disruption.

● Scalability: The capacity to handle increasing loads by adding more resources or

adjusting system architecture.

● Fault Tolerance: The system’s ability to continue functioning correctly even when there

are failures in components.

Tools for Monitoring and Troubleshooting ML Infrastructure

● AWS X-Ray: A tool for analyzing and debugging distributed applications, helping to

identify performance bottlenecks and trace issues across services.

● Amazon CloudWatch Lambda Insights: Monitors performance and resource usage for

AWS Lambda functions, aiding in identifying performance issues.

● Amazon CloudWatch Logs Insights: Analyzes and queries logs in real-time, allowing

quick troubleshooting of latency and performance problems in the infrastructure.
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AWS CloudTrail for Logging, Monitoring, and Re-Training in ML
● Log and Track Activities: AWS CloudTrail logs all API calls made in your AWS

environment. It helps in monitoring the actions related to training, testing, and

deploying machine learning models. You can track activities like when a model was

trained, who initiated the re-training, and which resources were used.

● Monitor for Re-Training Triggers: CloudTrail allows you to set up rules or triggers that

can notify you of specific events. For example, you can monitor model performance

metrics and trigger re-training if the model’s accuracy drops below a certain threshold.

● Invoke Re-Training Automatically: By integrating CloudTrail with other AWS services like

AWS Lambda, you can automate re-training workflows. If certain conditions are met,

such as data drift, you can automatically trigger a Lambda function to initiate the

model’s re-training process.

Instance Types and Their Impact on ML Performance

● Memory Optimized Instances: These instances are designed for applications that

require high memory performance, such as deep learning models with large datasets.

They provide increased memory bandwidth and performance for processing intensive

data workloads.

● Compute Optimized Instances: Ideal for compute-heavy tasks like training models with

complex mathematical operations. These instances offer high CPU performance for rapid

model training.

● General Purpose Instances: These are a balanced option that provide a mix of compute,

memory, and networking resources. They are suitable for a wide range of machine

learning workloads where the needs are more general.

● Inference Optimized Instances: These instances are tailored for running inference in

production environments, offering better cost-efficiency and performance for deploying

trained models.

Ways to improve:
● Providing more specific examples for using AWS CloudTrail to automate re-training

workflows.

● Offering a detailed performance comparison table for instance types based on specific

ML tasks.

● Including steps on how to configure CloudTrail and Lambda for monitoring re-training

activities.
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Capabilities of AWS Cost Analysis Tools
● AWS Cost Explorer:

○ Provides a visual interface to analyze and track AWS usage and costs.

○ Allows users to view historical data, forecast future costs, and break down

spending by service or account.

○ Helps in identifying cost-saving opportunities with recommendations on

Reserved Instances and Savings Plans.

● AWS Billing and Cost Management:

○ A central hub for managing AWS billing, payments, and budgets.

○ Offers detailed insights into your monthly charges, allowing you to set up billing

alerts.

○ Provides tools for managing and optimizing AWS budgets, including setting cost

and usage thresholds.

● AWS Trusted Advisor:

○ Provides real-time recommendations to optimize AWS costs.

○ Detects underutilized resources that can be resized or shut down to lower

expenses.

○ Offers suggestions in other areas such as performance, security, and fault

tolerance.

Techniques for Cost Tracking and Allocation

● Resource Tagging:

○ Attaches custom metadata (tags) to AWS resources like instances, databases, or

S3 buckets for tracking costs by department, project, or environment.

○ Improves cost allocation accuracy, making it simpler to pinpoint which teams or

projects are using the most resources.

● Cost Allocation Tags:

○ Custom and AWS-generated tags that enable you to organize and allocate costs

across specific business areas.

○ These tags can be used to filter and group cost data in AWS Cost Explorer, AWS

Billing, and reports.

● Linked Accounts:

○ Enables multiple AWS accounts to be grouped under a single billing entity,

allowing for unified billing and easy tracking of costs across multiple departments

or teams.

○ Facilitates cross-account cost allocation, helping to track and analyze spending

across different units or teams.

—-Back to Index— 97



IAM Roles, Policies, and Groups for AWS Machine Learning
1. IAM Roles:

● Definition: IAM roles are AWS identities with specific permissions that can be assumed

by AWS services or users to perform certain actions.

● Machine Learning Use Case: In AWS Machine Learning, roles allow services like Amazon

SageMaker, AWS Glue, and others to access resources such as S3 buckets or DynamoDB

tables.

● Example: An Amazon SageMaker training job requires access to an S3 bucket to retrieve

training data. You create an IAM role with the necessary permissions and assign it to the

SageMaker training job.

2. IAM Policies:

● Definition: IAM policies are documents in JSON format that outline the permissions for

IAM roles or users. They dictate what actions are permitted or restricted on specific AWS

resources.

● Machine Learning Application: These policies regulate access to machine learning

resources. For instance, they can permit Amazon SageMaker to retrieve data from or

save results to S3 buckets.

● Example: A policy may grant SageMaker the ability to execute s3:GetObject and

s3:PutObject commands on a designated S3 bucket, allowing it to access and store

training datasets and model

3. IAM Groups:

● Definition: IAM groups are collections of IAM users that share the same permissions. By

assigning policies to a group, all members inherit the group's permissions.

● Machine Learning Use Case: Groups can be used to manage permissions for teams

working on machine learning projects, ensuring consistent access controls across team

members.

● Example: You can create a group for data scientists with permissions to access

SageMaker, S3, and other ML-related services, simplifying the management of

permissions for multiple users.

4. AWS Identity and Access Management (IAM):

● Definition: IAM is an AWS service that facilitates secure management of access to AWS

services and resources.

● Machine Learning Application: IAM enables the creation and management of roles,

policies, and groups to control who and what services can interact with your machine

learning resources and data.
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● Example: Configuring IAM for Amazon SageMaker involves setting up roles and policies

that determine which users or services can start training jobs, deploy models, and access

data.

5. Bucket Policies:

● Definition: Bucket policies are access control policies applied directly to Amazon S3

buckets to define who can access the bucket and its objects.

● Machine Learning Use Case: For ML tasks, bucket policies control access to data stored

in S3 that is used for training, validation, and testing machine learning models.

● Example: A bucket policy might allow only specific IAM roles associated with SageMaker

to read data from an S3 bucket.

6. SageMaker Role Manager:

● Definition: SageMaker Role Manager is a feature in Amazon SageMaker that facilitates

the creation and management of IAM roles used by SageMaker services.

● Machine Learning Use Case: It simplifies the process of assigning the necessary

permissions to SageMaker jobs and endpoints, ensuring secure access to resources.

● Example: When creating a SageMaker training job, the Role Manager helps you

associate an IAM role with the job, providing the required permissions to access S3 data

and write outputs.

These components work together to ensure secure and controlled access to AWS machine

learning resources, helping manage permissions effectively while maintaining the integrity and

security of your ML workflows.
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Security and Compliance for Amazon SageMaker
Isolated Environments

● Private VPC Setup: Deploy SageMaker components such as Studio, notebooks, training

jobs, and hosting instances within a Virtual Private Cloud (VPC) without internet

connectivity. This arrangement keeps SageMaker resources shielded from external

internet access, bolstering security.

● Internet Access Restriction: During the setup of SageMaker Studio or notebooks, choose

the VPC-only network access setting to prevent direct internet access. This configuration

restricts internet connectivity and ensures that all data traffic remains within the AWS

network.

VPC Endpoints and Policies

● Interface Endpoints: Use VPC interface endpoints to connect to AWS services like S3 and

SageMaker APIs without exposing data to the public internet. This ensures that

communication remains secure within the AWS infrastructure.

● Endpoint Policies: Define VPC endpoint policies to control who can access specific

resources and what actions they can perform. For example, restrict S3 bucket access to

certain SageMaker Studio domains or users.

Access Control and Security

● VPC-Restricted Access: Implement IAM policies to restrict access to SageMaker

resources, ensuring that only users within the VPC can connect to SageMaker Studio or

notebooks. Policies can specify allowed IP addresses or VPC endpoints.

● Intrusion Detection and Prevention: Utilize AWS Gateway Load Balancer (GWLB) to

integrate third-party security appliances, such as firewalls and intrusion detection

systems, into your AWS network. This helps in monitoring and managing network traffic

effectively.

Additional Security Measures

● NAT Gateway: For services or resources outside AWS that don’t support VPC endpoints,

set up a NAT gateway. Configure security groups to manage outbound connections.

● AWS Network Firewall: Use AWS Network Firewall to filter both inbound and outbound

web traffic. It supports web filtering for unencrypted traffic and allows blocking of

specific sites for encrypted traffic through Server Name Indication (SNI).

These measures ensure that SageMaker environments and data remain secure, compliant, and

isolated from unauthorized access.

Reference:

https://docs.aws.amazon.com/whitepapers/latest/ml-best-practices-public-sector-organizations

/security-and-compliance.html
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